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Abstract
Globalization trends in integrated circuit (IC) design using deep sub-micron
(DSM) technologies are leading to increased vulnerability against malicious
intrusions. Various techniques have been proposed to detect such threats
during design or testing phases of ICs. However, due to infinitely many possibilities of Trojans, there exists a possibility that some of these intrusions
goes undetected. Therefore, runtime Trojan detection techniques are needed
to detect the Trojans for complete operation lifetime as a last line of defense.
In this thesis, we proposed a generic framework, which leverages the burst
mode communication protocol, to detect the intrusions at runtime. Our
framework has three phases: 1) behavioral modeling of design specifications
using model checkers along with its verification through linear temporal logic
(LTL). 2) Counterexamples generated in phase 1 are used to insert run-time
monitors at vulnerable paths. 3) Embedded run-time monitors into the system and validate it. Unlike other state-of-the-art techniques, the proposed
methodology can be easily used to design the runtime monitoring setup without having netlist information of IP modules. We showed that our approach
can detect the AES Trojan benchmarks that utilize any interconnect communication with other modules in the system on chip (SoC).
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Chapter 1
Introduction
1.1

Background

In the early stages of information technology (IT), computer crimes were related to dishonest individuals. Until 1980s these crime were developed into
physical attacks but criminals were using the authorized access to subvert
the security of systems [15]. After 1980s, the development in manufacturing
of semiconductor devices resulted in the trend of outsourcing of various design stages of integrated circuits to companies located all across the globe.
Outsourced embedded modules have raised the concern on the integrity of
the manufacturing process. Since the threat of anyone with access to these
outsourced modules can alter and use it accordingly has increased significantly. Therefore, recently researchers are investigating on the possibilities
of maliciously inserted hardware in integrated circuits, known as hardware
Trojans (HT) [77] [90].

1.1.1

Hardware Trojans (HT)

Due to Globalization of the semiconductor devices and fabrication processes,
malicious intrusion into the integrated circuits (ICs) is considerably increasing, leading to compromised security of integrated circuits. These malicious
intrusions are usually called as hardware Trojans. An adversary can introduce Trojans at any level of design flow, e.g. register transfer level, circuit level, layout level. The compromised hardware may experience disabled
or destructed blocks, leaking of confidential information, denial of service,
degradation of performance and other like phenomena [82] [54] [35] [2] [33].

1
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1.1.2

2

Taxonomy Hardware Trojans

Based on the trigger and payload mechanism of hardware Trojan, Wolff et. al.
has categorized them as shown in Figure 1.1 [89] [86]. The physical characteristics category in Figure 1.1 defines the Trojans that changes the physical
form factor of the chips by addition or deletion of gate or modification of
wires. The activation characteristics category describes how the Trojans become active at certain situations and trigger the Trojan payload. The action
characteristics describes the type of payload, i.e. whether it modifies the
circuit and/or introduce a transmission mechanism to sniff the information.
Trojan
Classification

Physical
Characteristics
Distribution

Activation
Characteristics
Externally
Activated

Action
Characteristics
Transmit
Information

Structure

Internally
Activated

Size

Always on

Antenna

Modify
Specification

Type

Conditional

Sensor

Modify
Function

Layout Same

Functional

Layout Change

Parametric

Logic

Change

Sensor

Disable

Figure 1.1: Detailed Taxonomy of Hardware Trojan [77]
Different types of hardware Trojans poses different threats to the security
of the integrated circuits i.e. Physical characteristics based Trojan can alter
the functionality of the design. To understand the functionalities and behavior of Hardware Trojans many research group envision, design and insert
Trojans within an integrated circuit [5] [12] [10] [94] [41] [45] [46].

1.1.3

Different Methods of Intrusions

Alkabani et. al. [5] presented a method to insert hardware Trojans by using
the manipulating the finite state machine (FSM) at pre-synthesis implementation manipulation [89]. Becker et. al. [12] introduced Trojan based on the
side channel analysis which leaks the confidential information [86]. These
Trojans do not affect the functionality of the system to minimize the detection possibility. They have also introduced the Trojans which can affect the
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behavior of the system. In this approach they have developed the Trojans
which can drain the battery. Baumgarten et. al. [10] introduced the Trojans for a cryptographic device on Field Programmable Gate Array (FPGA)
and presented in 2008 Computer security Awareness Week (CSAW) at Poly
Technic institute of NYU [5]. They embedded the RS232 end sequence information leakage, RS232 multiple transmission rates, Denial of service, Thermal leakage, AM transmission, 50 MHz transmission and LED transmission
attacks in their Trojan. The detailed behavioral and functional analysis of
each attack is presented in [10] . Zhang et. al. [94] explored the face the
fact that HTs are not sensitized with verification test cases and proposed
the unique technique to introduce rude Trojan at register transistor level
(RTL). This Trojan which has extremely low sensitization probability of the
trigger and can easily be controlled by attacker [12]. Jin et. al. [41] have
presented their experience of designing and intruding the Trojans at Cyber
Security Awareness Week (CSAW) at the Polytechnic Institute of New York
University in October 2008. The analysis of these Trojans show that these
Trojans can easily bypass typical detection methods. Based on these analysis
authors in [41] have also proposed some solution for hardware security. King
et. al. [45] have presented an approach in which attacker do not need to
design the Trojan. Instead of that the attacker can alter the design which
supports the Trojan attacks. For the functional verifications they have also
intruded the two example circuits.

1.2

Motivation

The digital system design has three major components: designing, fabrication and manufacturing test [77]. Since designers are increasingly using
commercial off the shelf (COTS) IPs, which can be compromised at an untrusted facility, therefore System on Chip (SoC) designs can be polluted with
hardware Trojan. Similarly the fabrication process can only be trusted if it
is fabricated by the trusted foundry otherwise Trojan can be included during
the fabrication process, e.g. during masking or lithography. Manufacturing test can only be trusted if it is done in production center of client [77].
It is extremely expensive, if not impossible to make the entire IC design
and fabrication process trustworthy. Therefore, a framework of detecting
hardware Trojans at different abstraction levels is more feasible of an option compared to obtaining a complete trustworthy system. Several research
groups have started working in this direction since the awareness of the phenomenon, [82] [80]and recent reports from commercial vendors where some
mission critical applications experienced hardware security compromise [81].
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1.3

4

Problem Statement

An adversary can introduce hardware Trojans at any level of design flow, e.g.
register transfer level, circuit level, layout level. The compromised hardware
may experience disabled or destructed blocks, leaking of confidential information, denial of service, degradation of performance and other like phenomena.
Therefore, ever evolving functionalities of the hardware Trojans encourages
the researchers to develop and modify the existing integrated circuits (IC)
security techniques to cope with the recent advancements in hardware Trojan
implementation. Various techniques have been developed to detect hardware
Trojans. Some of the prominent works include micro-architecture modification to improve triggering of the potential Trojan payload during testing
phase [6] and the usage of inherent error detection of quasi delay insensitive
(QDI) architectures to detect malicious intrusions [57, 62, 68]. However, the
intruder may come up with ingenious techniques to overshadow hardware
Trojan detection techniques. For example, in a SoC design, some hard or
firm IPs may hide Trojans depending on the aging of the chip. The possibility of detecting these Trojans during test phase is very low, and they
may get activated once the chip is in use [11]. Runtime approaches, on the
other hand, could monitor an IC for its entire operational lifetime, providing
a last-line of defense. Therefore, specialized techniques have been developed
to detect the Trojans at runtime [1, 20, 21, 23, 36]. The main drawback of the
runtime techniques has been the large overhead [13] i.e., area overhead [77]
in the path delay characterization [50]. In order to reduce the overhead,
various built in temperature sensors and hardware property checker based
approaches have been proposed but these techniques are vulnerable to environmental changes, process variations, intrusions at net-list level and presumes access to IP modules [32], [8], [66]. Therefore, recently researchers are
using the formal verification techniques to identify the potential attack paths
which can be used to design runtime monitors for HT detection [60]. Thus,
the main challenge is “to detect the malicious intrusion in integrated circuits,
embedded in an operational system, during runtime using runtime monitors
leveraging hardware formal verification.”

1.4

Prior State of the Art

Over the past few years, many researchers have devised different techniques to
cope with hardware Trojans [37] [53] [2] [22]. These techniques can broadly
categorized into detection and prevention techniques. In prevention techniques countermeasures have also been taken after detecting malicious in-
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trusions. These techniques include micro-architecture level modifications to
detect and or prevention from malicious intrusions [7]. Generally, detection
techniques use timing, power analysis, current sensing, current isolation and
electromagnetic (EM) signal analysis to detect the hardware Trojan [26].
Since Trojan inserted during the design or fabrication is bound to have an
effect on power consumption and in most cases, it also affects the delay of the
circuits. Therefore, researchers exploited this behavior to analyze power and
delay characteristics of the design to detect hardware Trojans. These state of
the art techniques are based on timing, power and other golden signatures.
One of the drawbacks of such techniques is the requirement of observable
nodes in a multimillion gate chip. Since these conventional techniques require
golden circuits to obtain signatures for comparison with extracted feature
sets of chip under authentication (CUA). Therefore, specialized techniques
have been developed to detect the Trojans at runtime [1, 20, 21, 23, 36]. The
main drawback of the runtime techniques has been the large overhead [13]
i.e., area overhead [77] in the path delay characterization [50]. Therefore in
order to reduce the overhead Forte et. al. proposed a temperature sensor
based methodology to detect the Trojans at runtime [32]. This methodology analyzes the abnormal behavior of built-in temperature sensors of ICs
to detect the malicious activities. Similarly, Bao et. al. have improved the
temperature tracking by considering the temperature change due to power
leakage [8]. These techniques require a precise calibration over the environmental changes and process variations, and also relies on the premise that
triggering of payload will result in a substantially higher current flow. Zhao
et. al. exploited the dynamic thermal management techniques of ICs to
detect Trojans at runtime [96]. A key feature of this technique is to analyze the thermal profile of the ICs to obtain the dynamic thermal/power
parameters. The dynamic nature of these parameter is characterized using
the Chaos theory, which transforms the dynamic behavior of the real-time
signals into the deterministic wavelets (time and frequency). These wavelets
are then classified at runtime using the majority voting machine. However,
this approach inherits the overhead of the classification algorithm and majority voting schemes and thus compromises the performance of ICs. Recently,
Ngo et. al. have proposed a methodology to use the hardware property
checkers (HPC) to detect the runtime Trojan detection [66]. In this methodology, the first step is to identify and verify the critical behavioral invariants
using assertion based property specification language. These verified critical
behavioral invariants are used to design the HPC, which are then embedded
in the IC to verify the properties during runtime. This method is vulnerable
to Trojan insertions at netlist or layout levels and presumes access to IP
modules. Therefore, recently researchers are leveraging the formal verifica-
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tion techniques to identify the potential attack paths which can be used to
design runtime monitors for HT detection [60]. Unlike the other property
checkers, these runtime monitors are not vulnerable to process variations,
environmental changes and intrusions at netlist level because these monitor
observes the parametric and functional behavior of the SoC.

1.5

Proposed Approach

In this thesis, we utilize the formal verification based vulnerability exploitation technique to propose a generic framework to design runtime monitoring
circuits, which utilizes information from SoC integration phase only. We
treat IPs in the SoC as black boxes and no access to their internal details are
presumed. The proposed framework consists of three phases: the first phase
is to model the IP modules by translating their functional characteristics into
a behavioral model and obtain linear temporal logical (LTL) properties. Behavioral model is then verified using nuXmv [18], which is a symbolic model
verification (SMV) model checker to detect the vulnerable paths against the
critical behavioral invariants. In the next phase these vulnerable paths are
analyzed to design the runtime monitors. In order to illustrate the proposed
framework, we have modeled some advanced encryption standard (AES) Trojans benchmarks, available on trust-hub website [79], in SMV and extracted
the counterexamples. This thesis presents a runtime-monitoring unit by analyzing these counterexamples. We demonstrated that our monitoring unit
can detect all the AES benchmark Trojans that utilize in some form the communication network. For systems in which burst mode communication are
not used inherently, we proposed an alternative approach. In the alternative
approach, the system is divided into two modes of operations, normal mode
and testing mode. the system switches itself to testing mode periodically, to
observe the suspicious communication. In this mode, system is forced to use
the burst mode communication protocol for testing communication and runtime monitors analyze this communication to detect any abnormal behavior.
Moreover, in order to reduce the overhead we also proposed three different
approaches to place the runtime monitors which are; global, region based and
channel based runtime monitoring setup. The overhead comparative analysis
shows that effectiveness of each approach depends upon the network on chip
(NoC) communication topology and number of communicating modules.
In comparison with the state-of-the-art Run-time Trojan detection techniques our approach does not require the access of IP design. Our approach
assumes that defender has access to SoC integration unit only, which is to
the best of our knowledge, is the case for most part in modern IC design.

CHAPTER 1. INTRODUCTION

7

Our analysis also shows that power and test-time overhead is comparable in
most cases especially with the proposed region-based runtime monitors.

1.6

Contribution

The main contributions of this thesis are as follows:
1. A framework is developed to analyze the effects of intruded third party
IP modules in NoC through burst mode communication protocol.
2. Run time hardware Trojan detection utilizing only SoC integration unit
and no presumptions about IP modules are made.
3. Design of runtime monitors to detect the online Trojans in NoC.
4. Generalized overhead comparative analysis of proposed runtime monitoring setup.

Chapter 2
Literature Review
Hardware Trojans are main threat to the security of integrated circuits [37]
[53] [2] [22]. To cope with hardware Trojan threats in IC security researchers
have developed many prevention and detection techniques. There are two
ways to secure the integrated circuits from the HT attacks. One is to detect
the hardware Trojan attacks and other is to prevent the hardware Trojan
attacks. Based on their different detecting and prevention mechanisms, HT
detection and prevention methodologies can be further categorized.
First approach to cope with hardware Trojan attacks is to detect the
Trojan. Many techniques have been developed to detect the Trojans. Based
on the different developed methodologies HT detection techniques is categorized as follows: HT detection using side channel detection analysis, using
Formal methods and using physically unclonable functions (PUFs). Typical side channel analysis require either delay signatures or power signatures.
However, these signatures can map under different effects of the process variations. Therefore researchers are using the multi parameter signatures to
overcome the process variation [26]. Despite of typical signature extraction methods, researchers are using some unconventional technique i.e. infrared heat map, thermal imaging, temperature tracking and many other
techniques [32]. These side channel based techniques can only be applied
if user has the access to the circuits. The other method of detection is to
detect the Trojans using formal methods i.e. model checking, SAT solvers
etc [87]. If users does not have the access to the hardware then then soft IP
base detection can be used but in this method user must have the soft IP
access to netlists and VHDL. These methods usually use the formal methods
(SAT solvers) along with the automatic test pattern generator (ATPG) to
identify the hardware Trojans. Another method of detecting the Trojans is
to include physically unclonable functions (PUFs). These function helps to
identify any modification or Trojans in the integrated circuits [77].
8
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Second approach to cope with the hardware Trojan attacks is to prevent
the integrated circuits form hardware Trojans. In the recent past researchers
have developed different methods to prevent the hardware form Trojan attacks i.e. by disabling the Trojan. HT prevention methods are categorized
as follows: sensors based HT prevention and finger printing based HT prevention . Recently researchers have used some sensors to identify and disable
the hardware Trojan. Though these sensors must be inserted at the design
stage. Second method is to make a fingerprint of delay path to identify the
Trojans and then use this information to disable the Trojans. The detailed
analysis of some recent HT detection and prevention techniques is explained
in the succeeding sections.

2.1

Hardware Trojan Detection

This method of securing the integrated circuits involves the detection of the
hardware Trojans after the fabrication. However this approach can only
identify the Trojan effected IC and mostly it requires the golden integrated
circuits for comparison. Hence this approach can only be used to separate
Trojan affected integrated circuits from the bulk of IC. That is why in the past
few years there have been several hardware Trojan methodologies presented
by researchers. These detection methodologies are based on several detection
approaches i.e. side channel signal analysis, formal verification of circuits,
logic testing and insertion of physically unclonable functions. Based on these
detection approaches, in this paper we have categorized the hardware Trojan detection methodologies as: side channel analysis based methodologies,
Logic testing based HT detection, Formal verification of circuits for hardware
Trojan detection and Insertion of physically unclonable functions for HT detection. Side channel analysis based approaches are to measure side channel
parameters, i.e. supply current, path delay or power, which can affected
by malicious insertions in design. Typically Side channel analysis are used
while detecting Trojan after fabrication. Therefore this approach requires
golden design or set of golden integrated circuits to compare measurements
of side channel parameters. However, the efficiency of these analysis is limited by large intrinsic device parameter variations. In logic testing approach,
generated test patterns are used to activate unknown Trojan instances and
propagating their effects to output ports. These test pattern is generated
using functional or structural logic. Since this approach requires fully functional integrated circuits thus this approach is valid in post fabrication stage
of integrated circuit design. Formal verification of any circuit requires the
complete information of design. Thus these types of detection methodologies
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are useful when detection process has the information about soft intellectual
property (IP). The explanation and review of some state of the art methods
are in the following subsections.

2.1.1

Hardware Trojan Detection using Side-Channel
Signal Analysis

In Hardware Trojan detection side-channel analysis techniques are popular,
because of their low costs, high performance and nondestructive testing capabilities. These methods generally uses timing, power analysis, current
sensing, current isolation and electromagnetic (EM) signal analysis to detect
the hardware Trojan [26]. Generally, Trojans alter the physical characterization of the design. Trojan inserted during the design or fabrication is
bound to have an effect on power consumption and in most cases, it also affects the delay of the circuits. Researchers exploited this behavior to analyze
power and delay characteristics of the design to detect hardware Trojans. In
the following subsection we provided a literature review on hardware Trojan
detection methodologies based on power, delay and some concurrent powerdelay analysis.
Power Based Side Channel Analysis
This subsection provides a review of the recent state-of-the-art power based
side-channel analysis for detecting hardware Trojan. Such side channel techniques requires post-fabricated integrated circuits. Some researchers provide
circuit level, design invasive, simulation results and extrapolate the results
for post-fabricated circuits. Agarwal et. al. is one of the researches who
use side channel information to measure the effects of hardware Trojan on
the power consumption [3]. Power consumption is measured by applying the
random input patterns at inputs that are common in all integrated circuits
under test. These measured values are compared to power signatures which
are measured from a golden IC. The golden IC is either obtained from a
limited number of reverse engineered integrated circuits or designed and fabricated in a secure facility. This power based analysis is useful if Trojan is
comparable to the Trojan free circuit in size [77]. However, most of Trojan
sizes are very small and their impact on the power consumption can easily be
masked by the process and mismatch variations. To cater the non-idealities
i.e. process and mismatch variations, Wang et. al. proposed a nondestructive, power analysis based Trojan detection approach [83], and utilizes power
supply signal analysis presented in [3]. This approach states that the total
power dissipated in a device consists of two components: dynamic power
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when the device is switching, and static power when the device is at steady
state. Their individual contributions are given by the following Equation 2.1:
1
2
P = Pdynamic + Pstatic = ( CVDD
+ QSE VDD )f N + VDD Ileak
2

(2.1)

Where, C, QSE and VDD represents the intrinsic capacitance, static charge
and maximum available voltage which are technology dependent parameters. N , Ileak and f represents the switching activity, the leakage current
and the clock frequency, respectively. Figure 2.1 shows the major steps of
their proposed approach. First Steps is to collect the power signal for each
untrusted pool of ICs by applying random patterns. Second step is validate
the obtained measurements with the original specifications. Since the power
measurements from many integrated circuits are dependent on each other
except noise (due to non-idealities). Thus by taking the average of the power
measurements over several integrated circuits, average power consumption
traces were obtained which is no longer dependent on noise (due to nonidealities). The mean power consumption traces obtained from chips under
test and golden integrated circuits must be equal so it can be subtracted from
both traces. Then the two traces were analyzed using singular value decomposition (SVD) algorithm to characterize the differences which are used to
identify hardware Trojans.
Averaging power traces can unmask the effects of large noise but effects
of small noise cannot be avoided. To cater this Wang et. al. proposed a nondestructive side channel approach that illustrates transient power signature
using covariance based eigenvector projection analysis to detect the hardware
Trojans [84]. This approach is also based on the classical power supply analysis principle presented in [3]. This approach is quite similar to the technique
proposed in [83] but the major difference is that this approach uses the only
transient power while the other one use total power for signatures. Figure 2.2
shows their proposed approach which is based on the following steps: First
steps is to extract the power traces from the golden-chips and chips under
resting. Unlike [83] they used the eigenvector projection analysis, instead of
singular value decomposition (SVD) algorithm, to chracterize the traces. In
eigenvector analysis the traces matrix is decomposed using the covariance of
golden-chips traces matrix. Then these eigen vectors projections are compared with the projections of golden-chips to detect the Trojans. The effect
of non-idealities is avoided by taking the covariance of power traces.
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Figure 2.1: The major steps of Trojan detection approach proposed in [3]
Averaging and covariance of power traces require many golden integrated
circuits which in many cases is costly. So instead of obtaining multiple power
traces from different integrated circuits, multiple power traces can be obtained from a single integrated circuit by adding multiple power ports. Wang
et. al. suggested an approach to use the power signal in Trojan detection [85]
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by adding multiple power ports, at design time, to measure local currents of
IUA and compared it with local currents of golden ICs. Similarly, Rad et. al.
also proposed a technique based on power consumption analysis to detect the
hardware Trojan [72] [71] by adding the multiple power ports. However, the
sensitivity of this detection approach is increased by statistically analyzing
the different transient signals (i. e. dynamic drain transient current (IDDT ))
of power supply measured from different power ports e.g. P P 0 and P P 1 in
Figure 2.3.

Figure 2.2: The major steps of Trojan detection approach proposed in [84]
Power ports are helpful to produce multiple power traces without using bulk of integrated circuits. In above mentioned methodologies all power
ports should be exited at once but generally Trojans are presented in unknown small regions of integrated circuits. Therefore, to increase sensitivity
first step is to identify that regions and then exit power ports of that regions. Based on this concept Banga et. al. developed a two-stage region
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based power analysis technique to magnify the difference of power measurement, between CUA and genuine designs [7]. Increase in number of power
traces/vectors in averaging, covariance and power ports based approaches
increases the sensitivity and also computational complexity. To reduce this
complexity Gwon et. al. has proposed an approach which can decrease the
computational complexity of power traces/vector by applying compressive
sensing [34]. Compressive sensing [27] [9] is a encoding technique to reduce
the unknown entities of a matrix. Ferraiuolo et. al. presented a novel ring
oscillator network (RON) technique for Trojan detection in an application
specific integrated circuit (ASIC) [30]. Since the frequency of ring oscillator
is dependent on power supply therefore a small change in power supply can
affect its frequency. This ring oscillator network is used as the power supply
monitor which detects the fluctuations in power supply and translated it into
frequencies. Then frequency of ring oscillator of CUA were compared with
frequency of ring oscillator of golden Ic to detect the Trojan. Their sensor
can detect Trojan even in the case of masking through process variations.

(a)

(b)

(c)
Figure 2.3: (a) Simulation Setup Model to obtain IDDT [85] (b) Orthogonal
pairing of power ports [84] (c) Example scatter plot of PP01 [84]
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Table 2.1 shows the Comparison of different techniques that use Power
Based Side Channel Analysis. Technique presented in [3] can only generate
the power signatures when the Trojan size is comparable to size of circuit.
Otherwise the effects of power supply can easily be masked under the effects
of non-idealities (i.e. process and mismatch variations). To cater the nonidealities problems, techniques presented in [83], [84] can be used, as these
techniques generate the average and covariance based power traces that somehow remove the effects of non-idealities. However, these techniques require
multiple golden integrated circuits for power signatures. To avoid the requirement of multiple golden ICs [85] introduced a concept of adding multiple
power ports in a golden IC. In [72] [71] the sensitivity of power port method
is increased by statistically analyzing the power traces. Since the Trojan
is very small and can affect the power of small portion of the circuit significantly therefore, in [7] region based portioning method is used to enhance the
sensitivity which also decrease the complexity of statistical analysis. Region
based approach may reduce statistical analysis but these analysis can further
be reduced by using the efficient statistical analysis i.e. compressive sensing.
In [34] compressive sensing is used to reduce the complexity of computational
analysis all above mentioned techniques can generate the power/current signatures but if Trojan size is very small then power/current signature may
not able to detect it properly. Thus an alternate approach is to translate
these signatures into a parameter i.e. frequency, that can enhance the small
effects. This approach is use in [30] by adding the ring oscillator network
which frequency is very sensitive to power supply fluctuations.
Table 2.1: Comparison of different Power Based Side Channel Analysis techniques
Technique

Stage of IC
design flow

Golden
IC

Agarwal et. al.
[3]
Wang et. al.
[83]
Wang et. al.
[84]
Wang et. al.
[85]
Rad et. al.
[71] [72]
Banga et. al.
[7]

Post
Fabrication
Post
Fabrication
Post
Fabrication
Design and
Post Fabrication
Design and
Post Fabrication
Design and
Post Fabrication

Gown et.al
[34]

Post Fabrication

No

Ferraiuolo et. al.
[30].

Design and
Post Fabrication

Yes

Design
Intervention
Extra
Sensors
Node

PV

Detection Scheme

Power Signature

Yes

-

-

-

Yes

-

-

Yes

-

-

Yes

-

Yes

-

Yes

-

Yes

Power/
current
Nodes

-

Yes

–

Ring
Oscillator

YEs

Yes
Yes
Yes
Yes

Power
Ports
Power
Ports
Power
Ports

Average power
consumption signature
Covariance
based power signature
Power Ports based
power signatures
Power ports Dynamic
Drain Current comparison
Region based Power
Ports excitation and analysis
Compressive sensing based power
Traces generation and Gate level
characterizations for simulated
Golden power Traces generation
Translation of power
fluctuations into frequency
fluctuations
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Timing Based Side Channel Analysis
Another important parameter that is used for Trojan detection is the path
delay. Activation of Trojans may affect the delay of functional paths which
are sensitive to fluctuation. However, these effects can be small which can
be masked by process variations. Hence, these methods are used with test
vector generations to generate the appropriate vector that enhances effect
of Trojans. Thus this subsection provides a review of the recent state-of-art
timing based side-channel analysis for detecting hardware Trojan.
Li et. al. proposed a delay based PUF for hardware Trojan detection [50].
The idea is to precisely measure the combinational delay of an arbitrarily
large number of register-to-register paths using sweeping clock delay measurements, utilizing a negative skew shadow register [49] as shown in Figure
2.4 (a). If the comparison of shadow and destination register is unequal,
the path delay is characterized. The non-functional characteristics, including power and delay are dependent on temperature [50]. In this method,
delay signatures are generated by the direct measurement of the functional
paths which make theses signature temperature dependent. Therefore, to
compensate the effect of temperature a method is proposed which uses the
ring oscillator (RO) as clock input of a counter as shown in Figure 2.4 (b).
The switching frequency of this oscillator is dependent on temperature. At
the end of the delay measurement the capture counter is scanned out with
the delay based signatures to obtain temperature (counter value) and delay
(result bit) signatures. Then these signatures are used in IC authentication
with a set of golden signatures.
Jin et. al. developed a fingerprint generating method using path delays
[42]. Their proposed method includes three steps. First step is to obtain
the golden chips by applying the random pattern at input and then reverse
engineering is used to ensure its accuracy. Second step is to generate the
series of fingerprints from golden ICs using the path delay information. In
the third step delay information of all other ICs are compared with fingerprint
of golden IC. They use the statistical analysis to deal with process variations
or temperature affects. This method does not seems practical for the circuit
which have multi-million gates and tens of thousands of registers.
Lamech et. al. proposed a test structure which can measure the path
delays to delay variances introduced by hardware Trojans which is named
as REBEL [47]. REBEL is an embedded test structure which exploits the
scan chain by adding a control logic to enables the specific segments of scan
chain to be converted into the delay chains. Wei et. al. proposed a gate
level characterization approach to cover all the locations for Trojan detection [87]. In characterization approach first step is to separate the path for
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(a)

(b)
Figure 2.4: (a) Path delay measurement architecture using a shadow register
[50] (b) Ring-oscillator temperature monitor [50]
characterization which is done by using test point insertion methodology.
Their test point insertion methodology separates parallel paths and enables
their observability via delay measurements. The next step is to characterize
these separate paths which is obtained by an input vector selection scheme
for each single path by transforming the problem to a Boolean satisfiability
(SAT) problem. Gate level delay properties for all the gates in the paths is
obtained by leveraging these SAT problem formulation. Cao et. al. proposed
a technique which uses an active current sensors to extract the timing signature of a chip for hardware Trojan detection [17]. Their proposed approach
follows the typical flow of the region based Trojan detection. First step is
to portion the chip under authentication into the regions and embed active
current sensor in each region during design stage. The chip authentication
is done by activating the targeted regions, extracting the timing information
and then compare it with the golden signatures.
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As it is the problem with power based signature analysis, timing based
signature also suffers from deterioration in the resolution of signature due
to noise and process variation. Cha et. al. proposed a method to maximize the resolution of path delay measurement, which suppresses the process
variation significantly [19]. Their proposed method focus on a parameter,
named as impact of Trojan path delay (/). The main idea of this approach
is to select the shortest path among the paths of infected region. Their proposed approach follows the following steps: a region based approach along
with ATPG) presented in [40] is applied to activate the targeted region to
detect the Trojan detection. Then the shortest path (with smallest nominal
delay) is observed to calculate the impact of Trojan. Since impact of Trojan
on delay is almost identical on the every path passes through the Trojan
site. Therefore maximum impact on path delay is observed in the smallest
path. After selecting the smallest path shadow register based delay measurement [49] is applied on the smallest path to extract the delay signatures as
shown in . So to maximize the Trojan impact the effect of process variation
can be mitigated.
Most of the delay based side channel analysis requires a golden circuits.
However, inter and intra die variations limits the reliability of comparison
with golden circuits. To cater this problem Yoshimizu proposed symmetry
based approach [93]. The main idea of this approach is to use existing symmetry or it can be introduced at design level. In this method they measure
the path delays of two symmetric paths and compare it with each other and
their mismatch indicates the Trojan insertion. The delay comparisons of the
symmetric paths is used to detect Trojans in those paths. The symmetry
refers to different transistor level paths that have the same topology.
Above mentioned techniques are based on typical Boolean logic implementation which express the result in 2 state logic: 0 and 1). However there
are other methods of digital logic implementation i.e. NULL convention logic
(NCL) which is a dual/quad rail logic that expresses the results in four state
logic: valid 1, valid 0, NULL and invalid. Recently many researchers are
using this implementation method in digital designs [58] [59]. To cater the
Trojan problems in NCL based circuits Lodhi et. al. has recently proposed
a delay based technique to detect the hardware Trojans [57]. The main idea
of this technique is to operate the whole chip in two following operation
modes: test and normal operation mode. The operating mode is controlled
by a control block which consists of MUXs and AND gates as shown in 2.5.
2.5 shows the implementation of test vector insertion to generate timing signature. The test vectors TA and TB are 2 bit dual rail signals. The LSB
of A[0:3] is used to select whether the circuit is in test mode or in normal
operational mode. If both A0 and A1 are 1 then the design works in the
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test mode, otherwise it remains in the normal operating condition. Their
proposed techniques follows the following steps: enable the test mode of the
circuits by providing the LSB (A0A1) of input 11. The two test vectors TA
and Tb is applied at the inserted test vector ports to extract the timing signatures which is compared with the golden signatures to detect the Trojans.
In order to mitigate the process and mismatch variations they obtained the
golden signatures with threshold variations which is obtained by performing
the monte-carlo analysis on golden circuits.

NCL
Register
1
Ko

Ki

TA[0:3]
TB[0:3]

Ko

Ki

A0
A1

Select
Completion
Detection

NCL
Register
2

MUX
PACK

A[0:3]
B[0:3]

Kio

Completion
Detection

Figure 2.5: Test vector insertion to obtain the timing signatures [57]
Table 2.2 shows the comparison of the timing based side channel analysis
techniques. Technique presented in [50] used the temperature effect on the
frequency of ring oscillator (RO) along with the negative skew shadow register to generate the temperature dependent delay signatures to detect the
hardware Trojans. Similarly in [47] delay based finger printing along with
the reverse engineering is used to generate the genuine golden signature for
delay comparison in Trojan detection. In [47] externally controlled (via control ports) region based approach is used to detect the Trojans in the specific
region. In [87] authors inserted some test points to extract the timing information that are used to identify the infected ICs. Techniques presented
in [17] is also a region based approach but delay measurement is based on
their novel active current sensing scheme. Similarly [19] also used the same
region based approach but to maximize the Trojan impact on delay, delay
of shortest path of the targeted region is taken into consideration. Since all
the above mentioned approach require the golden IC but due to inter and
intra die variation it is very difficult to have golden ICs. Therefore used the
symmetric path delays of an IC to detect the Trojans. However this method
cannot test the complete the IC because symmetry cannot exist everywhere
in any IC. In [57] authors presented a method to extract the timing signature
for different test vector in NCL (NULL convention logic) based circuits.
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Table 2.2: Comparison of Timing Based Side Channel Analysis techniques
Technique

Golden
IC

Li et. al.
[50]

Yes

Jin et. al.
[42]
Lamaech et. al.
[47]

Yes
Yes

Design Intervention
Circuits
Extra
for testing
Sensors
Node
facility
Ring Oscillator
and Shadow
Register
Delay based
fingerprints
Row control
block

-

-

NonIdealities

Yes

-

-

No

Control
ports

-

Yes

Wei et. al.
[87]

Yes

Test Point
insertion

-

-

Yes

Cao et. al.
[17]

Yes

-

-

Active
current
sensors

Yes

Cha et. al.
[19]

Yes

Shadow
Register

-

-

Yes

Yoshimizu etl al.
[40]

Yes

-

-

-

No

Yes

Control block
for operating
mode

Test
vector
ports

-

Yes

Lodhi et. al.
[57]

Detection Method

Temperature dependent
delay Signature using
Ring Oscillator and
Shadow Registers
Delay based fingerprinting
and reverse engineering
Controlled segmentation
based delay signatures
Gate level characterization
along with sat based
test pattern for
delay signatures
Tunable threshold current
sensor based delay signatures
Delay based signatures
for shortest path of Trojan site
Trojan detection in
symmetric path of IC by
using the symmetric delay
Test vector based timing
signatures for NCL based circuits

Multi-parameters Side Channel Analysis
As stated earlier, the non-idealities of the electrical circuit may obscure timing and power signals, therefore several researchers explored side channel
analysis, which concurrently utilizes more than one electrical parameter [63].
However in these types of analysis the computational complexity may increase with the increment in number of parameters. Hence some researcher
combined these analysis with test vectors generation and gate level characterization (GLC) techniques to handle the multiple parameters efficiently
which also improves the sensitivity for Trojan detection. Alkabani et. al.
proposed an approach which combines the multiple parameters analysis with
gate level characterization [4]. This method uses the power and delay signatures along with another parameter named as consistency which is defined
as the integrity of gate-level estimation [4]. This proposed approach consists of an algorithm to detect Trojans based on quiescent (static) current
measurements.
Similarly, Potkonjak et. al. also combined the multiple parameter analysis with gate level characterization [70]. They have characterize the gate in
term of leakage current, dynamic power and delay, which are used for nondestructive power and delay measurements. Based on the analysis of power
and delay parameters they obtained gate-level characterization (GLC). Their
Trojan detection approach consists of three steps. First step is to characterize
gate using a set of timing/power measurements [88] e.g. the leakage cauterization of 2 input NAND gate is shown in Table 2.3. In order to identify the
anomalous behavior of the gate, they scaled the gate with different propor-
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tion and observed that normally the scaling effect on gate characterization
is linear. Therefore, in the next step a non-linearity analysis is performed on
leakage cauterization of scaled gates. Finally the scaled gates which shows
the nonlinear behavior is considered as intruded gates.
Table 2.3: Leakage current for different Input Vectors
Input Vector
NAND-2 Leakage

00
0.776

01
10.39

10
4.137

11
15.15

Chakraborty et. al. proposed a statistical based automatic test pattern
generation method named as MERO (Multiple Excitation of Rare Occurrence) to increase the sensitivity of Trojan detection using multiple parameters [?]. Generally Trojans affects the nodes which rarely active in the
circuits. Therefore, unlike the typical region based approach this method
provides the test vectors to excite all the rare active nodes at the same
times.
Zhang et. al. have proposed an approach that uses the inherent relationship between side-channel signatures to increase the sensitivity of the Trojan
detection [95]. They focused on hardware Trojans inserted during the manufacturing process. If one of the signatures is affected by Trojan then it
can impact the estimation process so they have proposed a mathematical
model to identify the hardware Trojan affected signatures and called them
outliers. The main part of this method is to identify the outlier signatures
which is done by an estimation process. In the above mentioned techniques
researchers have used both timing and power analysis to detect the Trojan. However there are some researcher have used the other parameters i.e.
maximum operating frequency and quiescent or leakage current (IDDQ ), to
detect the Trojan. Narasimhan et. al. have proposed such technique [63] [64]
which uses the dynamic local current (IDDT ), maximum operating frequency
(Fmax ) and quiescent or leakage current (IDDQ ) to generate the combined
signatures. Because process variations can make it very difficult to detect
the Trojan by considering the dynamic local current (IDDT ), maximum operating frequency (Fmax ) or quiescent or leakage current (IDDQ ) individually.
In this approach maximum operating frequency (Fmax ) along with quiescent
or leakage current(IDDQ ) and dynamic local current (ID DT ) are used to calibrate the process corner. However, path delay of any path can also be used
for this because it is very difficult for the attacker to find out which path
delay or parameter is used for calibration. Table 2.4 shows the comparison
of above mentioned Multiparameter Side Channel Analysis techniques.
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Table 2.4: Comparison of Multiparameter Side Channel Analysis techniques
Technique

Stage of
IC design
flow

Design Intervention

Detection Method

Circuits for
testing facility

Additional Node

Sensors

Alkabani et. al.
[4]

-

Depends upon
the GLC

Depends upon
the GLC

Depends upon
the GLC

Potkonjak et. al.
[70]

-

Depends upon
the GLC

Depends upon
the GLC

Depends upon
GLC

Chakraborty et. al.
[?]

Design
and post
fabrication

Control
circuit

Ports for
control circuit

-

Zhang et. al.
[95]

Post
fabrication

-

-

-

Narasimhan et. al.
[63] [64]

Design
and post
fabrication

Control
circuit

Ports for
control circuit

-

2.2

Gate level characterization
(GLC) and complete
net-list based algorithm
for HT detection
Gate level characterization
(GLC) along with gate
scaling for HT detection
Rare occurrence excitation
based test pattern
generation method
for HT detection
Estimation of effected
signature (outlier)
using ordinary kriging
(OK) algorithm
Extraction
of along with and
based signatures

Hardware Trojan Prevention

This section provides the review of another way to deal with hardware Trojans. This method of securing the integrated circuits involves the prevention
from the hardware Trojans at the design stage [78]. In these types of the
techniques, some detection and prevention circuitry is added at the design
stage to deal with the Trojan problems. Since these methods can suppress
the Trojan at run time that is why in the past few years there have been
several hardware Trojan methodologies presented by researchers. Based on
the prevention approaches, these methodologies can be categorized as HT
detection and prevention using sensors and finger printing. The detailed
explanation of each category, is in the following subsections.

2.2.1

Sensors based Hardware Trojan Prevention

This subsection provides the brief review of such hardware Trojan prevention
techniques that used some kind of components to automatically measure
the parameter. Since the side channel analysis based analysis require the
golden signatures and the hardware Trojan detection is only possible after
fabrication. Therefore some researchers have developed techniques to identify
the Trojan without using any golden circuits but it can only work well if the
detection remain un-intruded [20].
Blizor et. al. have proposed a method to synthesize the security checkers
and use these checkers to detect the malicious inclusion in processors at
runtime verification [14]. They have used the method proposed by Pnueli et.
al. to synthesize the security checker at run time [69]. These security checkers
checks every instruction and identify the malicious inclusion. Li et. al. have
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proposed a unique sensor based method to detect the hardware Trojans [51]
[25]. Figure 2.6 shows that this detection method requires two steps: 1)
identification and integration of sensors 2) self- authentication of chips using
sensor assisted analysis. They have used the procedure presented in [52] to
generate and integrate the detection sensors at the design level. They have
also proposed a self-authentication procedure which uses the sensor based
analysis to detect the Hardware Trojan at post silicon stage. In the selfauthentication process, two delay fingerprints are generated, one is for on
chip delays of the integrated sensors and other is for on-chip delays of a set
of arbitrary-selected design paths. The delay fingerprint of the sensors are
used to predict a delay range for each considered path. If a hardware Trojan
is inserted, then it is detected by observing a poor correlation between these
two delay ranges, as shown in Figure 2.7.

Figure 2.6: Overview of self-authentication Trojan detection framework [51]
[25]
Communications systems are gradually becoming dependent on system
on-chip (SoC) solutions. However with increase in size of SoCs the risk of
Trojan attacks also increase. Therefore, researchers have developed some
techniques to detect the Trojan in SoCs. Kim et. al. has proposed a technique to identify and prevent the Trojan attacks in SoCs [44]. They have
modified different components of the typical bus in such a way that these
modules can identify and detect the Trojan attack. As they did not change
the communication protocol of the bus thus their bus architecture can replace the existing bus architecture. Most of the Trojan detection techniques
are made for addressing the Trojan problem at the verification. There are
some Trojans which can easily escape from the detection at functional verification stage. Kim et. al has proposed another bus architecture to address

CHAPTER 2. LITERATURE REVIEW

24

Figure 2.7: Different scenarios of Trojan insertion: (a) Trojan-infected path
(b) Trojan-infected sensor (c) Both (a) and (b) [51] [25]
this problem [43]. This bus architecture is based on another advanced microcontroller bus architecture (AMBA), presented in [39]. The authors have
modified this bus architecture in such a way that all the components i.e.
arbitration, address decoding, multiplexing and wrapping, and other components protect the bus against the malicious hardware attacks. The detailed
hardware implementation of all the components of bus can be found in [43].
Danesh et. al used a basic differential property of differential cascade voltage switch logic (DCVSL) to detect hardware Trojans at runtime [24]. When
a circuit implemented with differential cascade voltage switch logic (DCVSL)
is operating under normal conditions then it always produces complementary
logic values at all the nets and outputs. However, if it fails to produce the
complementary outputs in normal operations then there is strong possibility that this circuits is HT infected. The authors also examine the special
power characteristics of DCVSL systems to ensure the HT insertion. Previously mentioned architectural level HT detection methods modify the bus
architecture to avoid and identify the Trojan. Dubeuf et. al. proposed a
technique which detects the suspicious behavior of the processors [28]. Base
on this information their novel processor protection unit (PPU) monitors and
protects the system from the malicious attacks. This protection unit is also
capable of countermeasure the Trojan attacks. The processor protection unit
(PPU) only targets the Trojans which use the architecture for their malicious
activities. This unit does not capable to protect the system from the Trojans
that do not perform denial of service or leak the confidential information
without modification in functionality as proposed in [28].
Most of the non-golden ICs techniques require some modifications in the
circuits at the design level which increases the area of the layout e.g. sensor based techniques by Li et. al. increases the area by 12-14 percent [51].
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Therefore researcher have used some unconventional methods (e.g. temperature tracking) to detect the hardware Trojans. Forte et. al. proposed a
method based on the thermal sensors which are already available in many
embedded systems [32]. These sensors sense the temperature with respect
to the power consumption of the IC. They have use the temperature data of
the sensors to create a heat map. Then they have analyzed the deviations in
the heat map due to Trojan activation and deactivation.
Hu et. al presented a technique that use the infra-red thermal imaging to
get the thermal map of spectral power of IC [38]. Their methods works in two
different modes: In the first mode, using the infra-red techniques, they obtain
very high resolution thermal maps for different input vectors. In the second
mode, they extract the corresponding spectral power from the thermal maps
by using Two-dimensional principal component analysis (2DPCA). These
spectral power can be analyzed to find the suspected location.

2.2.2

Hardware Trojan Prevention using fingerpriniting

This subsection provides the brief review of the recent fingerprinting techniques used for the hardware Trojan detection. Although fingerprinting required the exhaustive side channel analysis to create finger print of select
signal or path. These fingerprints are used to destructively test the selected
ICs. Agarwal et. al. and Jin et. al. are among the first one to use the
finger printing for the Trojan detection [3] [42]. Agarwal et. al. has used
the power, temperature and electromagnetic (EM) based fingerprinting [3]
while Jin et. al. have proposed a fingerprint generating method using path
delay [42]. Xiao et. al. has proposed a clock sweeping based technique to
prevent the hardware Trojans. First step of this method is to generate the
test pattern generation [92]. In this method they have used the transition
delay fault (TDF) patterns [48] because the number of fault is linear to the
number of nodes. The next step to sweep the clock based on it steps size and
the range. The step size and range correspond to the sensitivity and range of
longest path respectively. Now based on the clock sweeping start-to-fail frequency of each flip flop is analyzed to obtain the signatures. Their proposed
signature generation procedure using clock sweeping.
Nejat et. al. have also presented a approach to create the delay fingerprinting by varying the clock frequency [65]. Since the fingerprinting
generation is sequential therefore this method cannot be used for pure combinational circuits. Furthermore varying the frequency can only simply delay
measurements in non-critical paths. To cater this problem they have used
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the hardware redundancy in scan flip flops for proper delay measurements.
The main idea is to test the any path at clock cycle with a period equal to
the delay of PUT. The delay measure is done by using the delay fault test
techniques presented in [71].

Chapter 3
Preliminaries
This chapter provides a short introduction to some of the preliminaries to
facilitate the understanding of the rest of the paper.

3.1

Full Handshake

In the full handshake protocol, each module waits for the acknowledgment
from other module, before initiating or terminating their respective signals.
The n sender and receiver modules assert R (request) and ACK (acknowledgment) signal to communicate. Initially, the sender module asserts R (request)
signal to start communication, which is detected by the receiver module. After the verification of that the signal, the receiver module asserts an ACK
(acknowledgment) signal to acknowledge the communication request. After
the successful communication, sender module performs similar verification
then stops the communication to negates its request. In this protocol, sender
does not assert a new request until the receiver module negates its acknowledgment signal. The state diagram for the respective handshake is shown in
Fig. 3.1 [76].

3.2

Partial Handshake I

The second type of protocol is the partial handshake. In this type of handshake, no negation from receiver is required to stop the communication. however, the sender and receiver modules continue the handshaking process without negation of ACK, as shown in Fig. 3.2 [76].
The sender module starts the communication by asserting its request signal
as an active high level, and the receiver module acknowledges it with a single
27
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Figure 3.1: Finite State Machine of Full Handshake Protocol [76]
clock wide pulse instead of special ACK signal. In this protocol, the receiver
does not consider the negation of request form sender. On the other hand,
the sender needs to keep the request signal negated, for at least one clock
cycle, to make the protocol work properly. Otherwise it is very difficult for
the receiver to differentiate between a new and a preceding request [76].

Figure 3.2: Finite State Machine of Partial Handshake I Protocol [76]
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Partial Handshake II

In this protocol, the sender initiate the communication to assert its R (request) signal in the form of single clock wide pulse, which is verified and
acknowledged by the receiver with a single clock wide pulse ACK (acknowledgment) signal, as shown in Fig. 3.3 [76].

Figure 3.3: Finite State Machine of Partial Handshake II Protocol [76]

3.4

Network on Chip topology

Network on Chip (NoC) topology is an arrangement of various communicating modules on chip. Some of the common implementations are shown in
Fig. 3.4.
1. Ring: A network topology which is set up in a circular fashion in such
a way that they make a closed loop as shown in Fig. 3.4a. In this
topology, data transmission is unidirectional therefore, data travels in
a circular fashion in such a way that each device repeats the signal
to maintain its strength. In this protocol each device is only act as a
receiver for previous device and send the data on to the next device,
in the circle. However, in this topology, if failure of one module results
the whole network failure. [55].
2. Fully Connected Mesh: In this communication network each node
is connected to others as shown in Fig. 3.4b. Its major disadvantage is
that the number of communication channels (Nch ) grows quadratically
with the number of communicating modules [55].
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(a) Ring

(b) Fully Connected Mesh

(c) 4-connectivity (Mesh)

(d) 8-connectivity (Mesh)

Figure 3.4: Network on Chip Topologies
3. Partially Connected Mesh: The network topology in which some
of the modules are connected to more than one module in the network
through point-to-point link. This topology allows the modules to take
advantage of some of the redundancy property of physical fully connected mesh topology without the expense and complexity [55]. Based
on the neighboring schemes, this topology can be implemented in the
following different ways:
• 4-connectivity: In this topology, a communicating module can communicate with up to four immediate neighbors, as shown in Fig. 3.4c.
Where, the central modules can communicate with their neighbors in
north, south, east and west [55].
• 8-connectivity (Mesh): In this topology, a communicating module can
communicate with up to eight immediate neighbors, as shown in Fig.
3.4d. Where, the central modules can communicate with their neighbors in north, south, east, west, northeast, northwest, southeast and
southwest [55].

3.5

nuXmv Model Checker

To verify the soft error detection technique using formal verification, we propose to use a model-checking tool, which facilitates in the modeling of the
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system, verifying its salient properties and generating counterexamples when
verification of a property fails. We used the nuXMV model checker for our
work, because of its distinguishing ability to handle real numbers and implicit handling of state counters. Thus, the continuous values of delays and
uncertainties can be modeled properly, which cannot be done in other model
checking tools in such a straightforward manner.
The nuXmv symbolic model checker [18] extends the capabilities of the
NuSMV by complementing its verification techniques using SAT algorithms
for finite state systems. For infinite state systems, it introduces new data
types of Integers and Reals and also provides the support of Satisfiability
Modulo Theories (SMT), using MathSAT, for verification [31].
The system that needs to be modeled is expressed in the nuXmv language,
which supports the modular programming approach where the overall system
is divided into several modules that interact with one another in the MAIN
module. The properties to be verified can be specified in nuXmv using the
Linear Temporal Logic (LTL) and Computation Tree Logic (CTL). The LTL
specifications are written in nuXmv with the help of logical operations like,
AND (&), OR (|), Exclusive OR (xor), Exclusive NOR (xnor), implication
(->) and equality (<->), and temporal operators, like Globally (G), Finally
(F), next (X) and until (U). Similarly, the CTL specifications can be written by combining logical operations with quantified temporal operators, like
exists globally (EG), exists next state (EX) and for-all finally (AF). In case a
property turns out to be false, a counterexample in the execution trace of
the FSM is provided.

Chapter 4
Proposed Methodology
This chapter explains our proposed methodology for runtime hardware Trojan detection through modeling burst mode communication using formal verification techniques..

4.0.1

Threat Model

Developing and using appropriate threat models is one of the foremost
steps in developing any methodology for detecting intrusions in the domain
of hardware security. Therefore, based on vulnerabilities and potential threat
in integrated circuit design cycle, researchers have broadly categorized the
threat models for hardware security in ICs into 7 different classes, as shown
in Table 4.1 [91]. In the proposed methodology, we are using the threat
model “A”, which states that the third-party IP (3PIP) vendors are not
trusted and designers are using these 3PIPs to develop the SoC because it is
almost impossible for SoC developers to develop all necessary IPs in house.
This adversarial model is one of the most commonly used one due to the
widespread usage of System on Chips (SoCs). Third party IPs are widely
used to reduce time to market and thus the utilization of 3PIP modules is
encouraged, and hence the SoC integration can be done in a trusted facility
while the 3PIPs are not trusted. Hardware Trojans can be inserted into
3PIPs by IP vendors during IP design to steal security information/data
from other IPs in the system. A Trojan can be hidden during the normal
functional operation of the 3PIP supplied as register transfer level (RTL)
code. When such a Trojan exists in an IP core, then all the fabricated
ICs with this IP core would contain Trojans. The only trusted component
would be the specification from the SOC designers that defines the function,
primary input and output, and other information about the 3PIP that they
intend to use in their systems. Moreover, the specification and source code,
32
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provided by the vendor may contain Trojans.
Table 4.1: Comprehensive Attack Models [91].
Model

Description

A
B

Untrusted 3PIP vendor
Untrusted foundry
Untrusted EDA tool
or rogue employee
Commercial off-theshelf component
Untrusted design house
Fabless SoC design house
Untrusted SoC developer
with trusted IPs

C
D
E
F
G

4.0.2

3PIP
Vendor
Untrusted
Trusted

SoC
Developer
Trusted
Trusted

Trusted
Untrusted

Trusted

Untrusted

Trusted

Untrusted

Untrusted

Untrusted

Untrusted
Untrusted

Untrusted
Trusted

Trusted
Untrusted

Trusted

Untrusted

Untrusted

Foundry

Targeted Trojans

Typically, hardware Trojans have multiple types of payload but leaking the
confidential information is one of the most dangerous types in terms of privacy and security. Based on the triggering of such payloads, these Trojans
can be categorized as: “Physical access”, “near the device”, “near a communication channel”, and “far away” [10]. (1) Physical ccess means that the
attacker can physically interact with the device. (2) Near the device means
that the attacker can get close enough to interact with the device, e.g., within
th range of wireless control. (3) Near a communication channel implies that
the interaction with the device does not occur directly but rather over some
communication channel. (4) Far away means that the attacker does not have
access to the Trojan physically or through any of its communication channels.
The payload of these Trojans, leaking the information, can be implemented in
two different ways: The first method is to establish the covert channel to leak
information via a RF signal. Considering the access of device for an attacker,
these implementations require access to the device physically or they have to
be near the device for receiving RF signals since, because of low power design, the strength and range of RF signals are usually kept low [10, 56]. The
second method is to leak the information through an existing communication channel, e.g., Trojans presented in [43,44], leak information through the
Advanced Micro-controller Bus Architecture (AMBA) bus. The leakage of
information via a covert channel either requires additional area or consumes
extra power, which can be detected using the typical side channel analysis.
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However, leaking the information via existing communication channel consumes less power and has less activation time and often remains undetected
in typical side-channel based hardware Trojan detection [64]. Therefore, in
this paper, we propose a methodology for runtime detection of the Trojans
that leak the confidential information via existing communication channels,
have a short activation time and communicate the leaked information in
small chunks without violating the protocol, e.g., the benchmark AES Trojans, T100, T1100 and T300 leak a single bit of secret key over many clock
cycles [73, 75]. Therefore, the information leakage over the communication
channels requires a very small number of clock cycles that violate the minimum number clock cycles for a particular burst mode communication, which
can be controlled or changed by the designer or in some cases by users during
runtime [61].

4.0.3

Proposed Runtime HT Detection Methodology

In order to detect the above-mentioned payloads, the proposed methodology
exploits the timing and communication behavior to identify the abnormal
communication. We propose to monitor the minimum number of clock cycles
required in burst mode communication. Thus the proposed methodology
leverages upon the formal modeling of the burst mode communication to
identify the vulnerabilities in the communication network, and its requires
the following four steps, as shown in Fig. 4.1: (1) Model Translation, (2)
Model Verification, (3) Vulnerability Analysis and (4) Runtime detection or
monitoring 1 .
Model Translation
The first phase of the proposed methodology is to extract the behavior
and specification or design constraints from the given system. This behavior/functionality and design specifications of the system are manually
expressed as a formal model and linear temporal logic (LTL) properties, respectively. The accuracy of translation is highly dependent on the translated
properties, which should be generic and independent of the given case studies [16]. For example, any communication channel should hold the functional
and behavioral properties of a specific protocol that it is using for communication. Thus, in the proposed methodology, we exploit the behavioral anomalies
to analyze the vulnerabilities against hardware Trojan benchmarks. Since,
1

Note: we don’t know the temporal logic analysis during runtime, rather we insert the
Trojan monitors based on our design time formal analysis
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Figure 4.1: Proposed Methodology to Design the Monitors for Runtime Trojan Detection
our threat model presumes 3PIP modules as black boxes, therefore, SoC designers have access to the functional and behavioral information of the 3PIP
only and not to the exact implementation. Hence, we resort to SoC integration phase of the design cycle to model 3PIP as a black box, which communicates with other SoC components using a certain communication protocol.
Among the given SoC integration’s hardware units, which includes communication BUS, clock distribution network (CDN), power distribution network
(PDN) etc., we choose the most commonly used integration unit for information leakage attacks, like communication channel, and analyze whether the
modeling of this unit can lead to design the modules for runtime Trojan detection or not. The major challenges in modeling the black box communication
modules are protocol and communication behavior accuracy. The protocol
modeling and analysis does not involve any random behavior because for a
particular input it operates in certain way, i.e., if a request signal is received
it tries to establish a communication channel based on the certain predefined policy, such as handshake protocols or other synchronization strategies.
However, once the channel is established then the time require for the communication is dependent upon the size of communication data which is usually
non deterministic. Thus, it makes the timing behavior non deterministic, e.g,
in our proposed solution, the required time per burst mode communication is
non deterministic. Similarly, the behavior of the benchmark Trojans that we
have used to identify the anomalies is also non deterministic, e.g., AES T1200
leaks the information when the input data state (that is non deterministic)
is 128’hFFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF. Therefore, in
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order to capture this behavior we use the non deterministic assignment of
burst mode values.
Model Verification
In the next phase, the translated behavioral and functional models are verified in a model checker based on the translated LTL properties. This is
the most important step because the accuracy of the formal model is mainly
judged based on the properties that are used in its verification. We propose
to verify the translated model in three steps: In the first step, the model
is tested for the functional properties of the communication channel and
protocol, e.g., if a module sends a request it will eventually establish the
communication channel. If these properties fail in this phase then the model
is modified according to the counterexample and this process is repeated till
the model verifies all of these properties. In the next step, it checks the timing behavior of the communication channel and protocol, e.g., whenever a
module asserts a request to communicate then it takes only 5 clock cycles to
establish the communication channel, which is obtained from an established
timing property for full handshaking protocols [67,74,76]. Similar to the previous step, the model is updated if a counterexample is generated and this
process is repeated until the formal model verifies these timing properties.
In the third step, we embed the burst mode communication behavior in the
model which is also taken from its basic communication behavior and if the
model does not hold the properties of this behavior then it is revised until it
verifies the behavior.
Vulnerability Analysis
The next phase is to analyze the verified design behavior for some possible benchmark vulnerabilities, i.e., for our case study we used AES Trojan
benchmarks available on trust-hub.org [79]. Among various types of hardware Trojan benchmarks available on [79], it is observed that most types of
AES Trojans require inter-module communication. Therefore, in this work,
we restricted our modeling to the communication channels. This decision is
primarily based on the verification of the system model, in conjunction with
the LTL or CTL properties to address the vulnerabilities in the design. In
case of property failure, the model checker generates the counterexamples,
which are translated into the potential attack paths.
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Design of Runtime Monitors/Improvements against Vulnerabilities
The identified vulnerable paths of the systems are used to recognize the
potential nodes in the design where hardware Trojan monitors should be inserted. A trade off among the different possible choices of run-time monitors
is made in this design step. Our goal is to detect the hardware Trojan during
run-time for a possible abnormal behavior that goes undetected during normal testing phase. The proposed runtime monitors are embedded into the
design to observe the identified potential vulnerable nodes. The improved
design models along with runtime monitors are verified against the identified vulnerabilities in the design. This recommended hardware model, which
contains run-time monitors, is implemented as a hardware design using the
CAD tools. Finally, a comparison of run-time monitor based hardware is
made against the original implementation of system to analyze the performance, power and area overhead. This overhead is then used to make the
proper trade-offs for runtime monitors with respect to its performance, efficiency and reliability.

Chapter 5
Case Study
In order to illustrate the usefulness of our proposed framework, we modeled
the burst mode communication in nuXmv for different number of communicating modules. Fig. 5.1 shows the conceptual diagram modeling and simulation setup of burst mode communication with six communicating modules
and protocols. In each NoC setup, there are six IP modules that are operating at different frequencies and are communicating with each other in burst
mode using one of the handshaking protocols, described in Chapter 3. For
the six communicating modules, we modeled a ring, fully and 4-connected,
8-connected mesh network and numbered the six, fifteen, seven and eleven
possible communication channels, respectively, as shown in Fig. 5.1. To illustrate the possible hardware Trojan behavior, we tested these network with
one randomly chosen intruded module in each case. The complete nuXmv
models can be found from [29]

5.1

Modeling and Verification

This section briefly explains all the assumptions and parameters and mathematical modeling that are required to translate and verify behavior of burst
mode communication in NoC.

5.1.1

Modeling in nuXmv

In order to extract the behavioral and timing models of burst mode communication, first we obtain the clock cycle overhead for each implemented
handshake protocol, shown in Fig. 5.2. For numerical analysis, without loss
of generality, we considered that data communication is performed in burst
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(a) Ring

(b) Fully Connected Mesh

(c) 4-connectivity (Mesh)

(d) 8-connectivity (Mesh)

Figure 5.1: Modeling and Simulation Setup of 6 communicating modules for
different NoC topologies
mode of 1000 clock cycles at a time. This analysis is general and can be
applied to any number of clock cycles per burst mode. Fig. 5.2 shows an
overhead of 11, 8 and 5 clock cycles for full handshaking, partial handshaking
I and partial handshaking II, respectively. Hence, the minimum time between
any two requests must be equal to or greater than (1000 + overhead) clock
cycles.
To extract the timing properties, we formalize the following definitions for
burst mode communication based on the handshake protocol, for critical timing components. The nuXmv modeling of these timings is explained later.
1. Request Time (Treq ): Time between two consecutive requests in
handshaking protocols.
2. Request Assertion Time (Ta−req ): Time required to assert the requests in handshaking protocols. For example in Fig. 6 it is 2 clock
cycles, with the assumption of two-flop synchronizer.
3. Request De-assertion Time (Td−req ): Time required to de-assert
the requests in handshaking protocols. This parameter is not required
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CDC Module 1

CDC Module 2

Partial Handshake Protocol II
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Two Clocks

3
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Partial Handshake Protocol I

Full Handshake Protocol

1

4
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required for burst mode
data
communication
e.g. 1000 Clock Cycles

One Clock

Two Clocks

5

8

Figure 5.2: Behavioral model of handshaking communicating between two
CDC Modules
for partial handshaking protocol II.
4. Acknowledgment Time (Tack ): Time between two consecutive acknowledgments in handshaking protocols.
5. Acknowledgment Assertion Time (Ta−ack ): Time required to assert the acknowledgments in handshaking protocols.
6. Acknowledgment De-assertion Time (Td−ack ): Time required to
de-assert the acknowledgments in handshaking protocols. This parameter is required for full handshake protocol only.
7. Burst Mode Time (Tmin−burst ): Number of clock cycles per burst
mode data communication.
8. Number of Communication Channels(Nch ): It is defined as the
total number of communication channels in NoC. It depends upon the
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NoC topology and can be calculated form the following equations.
• In Ring topology, the total number of communication channels (Nch )
are equal to total number of the communicating modules (Nm ) as shown
in Equation (5.1)
Nch = Nm

(5.1)

• In Fully Connected (Mesh) topology, the total number of communication channels (Nch ) can be calculated from Equation (5.2).
Nch =

Nm (Nm − 1)
2

(5.2)

• For 4-Connected mesh network topology, we statistically analyzed
the number of communicating modules to derive Equation (5.3) which
represents the total number of communication channels (Nch ). The first
step of the statistical analysis is to obtain the database of the total
number of channels for different number of communicating modules
as shown in Fig. 5.3a. In the next step, we applied the 2nd order
polynomial curve fitting technique to obtain the following equation.
Nch = ceil[0.0033(Nm )2 + 1.6136(Nm ) − 2.6548]

(5.3)

• Similarly, for 8-Connected mesh network topology, we derived Equation (5.4) to calculate the total number of communication channels
(Nch ) as a result of statistical analysis shown in 5.3b.
Nch = ceil[0.0102(Nm )2 + 2.8011(Nm ) − 5.1398]

(5.4)

Where as, in Equations (5.1), (5.2), (5.3) and (5.4), Nch and Nm are the
total number of communication channels and communicating modules,
respectively.

State-space modeling
In order to model handshaking protocol with burst mode communication, we
have modified the typical state machines of handshaking protocols presented
in Figs. 3.1, 3.2 and 3.3. The brief description of state-space modeling of
handshaking protocols is given below:
In the full handshake protocol, each module waits for the acknowledgment
from other module, before initiating or terminating their respective signals.
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Figure 5.3: Statistical Analysis of Partially Connected Mesh
Whenever, the sender module wants to communicate with the other available module, it asserts R (request) signal to start communication, which is
detected by the receiver module and waits for the acknowledgment in Assert
Req state. After the verification of that the signal, the receiver module asserts an ACK (acknowledgment) signal to acknowledge the communication
request. Once the channel is established, the system starts communication
and waits until the data burst is received. However, the size of data burst
must be greater than the minimum size which ensures its burst mode communication. After the successful communication, system d-asserts R and ACK.
The state-space model of full handshake protocol with burst mode communication is shown in Fig. 5.4.
Similarly, partial handshake protocols follow the same procedure to establish the communication channel, as shown in Figs. 5.5 and 5.6. However,
after the successful communication, the d-assertion of request and acknowledgment is different from the full handshaking protocol. In partial handshake
protocol I, the d-assertion of ACK is not required, thus the receiver does not
d-assert the acknowledgment and the sender directly goes to IDLE state from
Dassert Req without receiving ACK = 0, as shown in Fig. 5.5. In partial
handshake protocol II, the d-assertion of R and ACK is not required, thus
the sender and receiver do not d-assert the request (R) and acknowledgment
(ACK), respectively and the sender and receiver directly goes to IDLE state
from Dassert Req and Assert ACK without receiving ACK = 0 and R = 0,
respectively, as shown in Fig. 5.6.
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Figure 5.4: State-space model Full Handshake Protocol

5.1.2

Verification in nuXmv

We used Version 1.0.1-win64 of the nuXmv model checker along with the
Windows 10 Professional OS running on a core i5 processor, 2.93 GHz(4
CPUs), with 8 GB memory for our experiments. In order to verify the
vulnerabilities of burst mode communication, we formulated the following
properties. Mostly these properties cover the cases related to intrusions that
may affect the data rate and timing constraints of control signals.
Deadlock
A deadlock state in a system is defined as an undesired cyclic behavior, where
system gets stuck in one of the possible states forever. This can be modeled
for the case when a module CDC0 is communicating with module CDC1 by
checking if CDC0.req eventually receives an acknowledgment.
G((CDC0.req = TRUE) − >F(CDC0.ack0 & CDC1.turn))

(I)
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Figure 5.5: State-space model Partial Handshake Protocol I
Data Rate
Data rate is defined as the number of data transaction cycles communicated
in one second. In case of our setup, the number of data transaction cycles for
one communication cycle must be greater than or equal to minimum clock
cycles required for burst mode communications.
G((CDC0.ack0 = TRUE) − > (CDC0.d cycles > D burst mode))

(II)

Timing Verification
Following properties are based on minimum delay constraints of the handshake communication shown in Fig. 5.2. In handshake protocol, the minimum time between two communication requests is time to complete data
transaction. It must be greater than or equal to the sum of request assertion and de-assertion time (Ta−req + Td−req ) of the sending module CDC0,
acknowledgment assertion and de-assertion time (Ta−ack + Td−ack ) of the receiver module (CDC1) and the minimum clock cycles required for burst mode
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Figure 5.6: State-space model Partial Handshake Protocol I
data communication (Tmin−burst ) as shown in Equation (5.5)
T eq ≥ Ta−req + Ta−ack + Tmin−burst + Td−req + Td−ack

(5.5)

This is represented in nuXmv as follows:
G(CDC0.t req > CDC0.ta req + CDC1.ta ack + t min burst +
(III)
CDC0.t dreq + CDC1.t dack)
In the partial handshake protocol II, de-assertion of request signals is not
required as can be seen in Fig. 5.2. Therefore Equation (5.5) can be modified
as (5.6) for this protocol.
Teq ≥ Ta−req + Ta−ack + Tmin−burst

(5.6)

The time between any two consecutive communication requests must be
greater than or equal to the sum of time required to establish the channel (Ta−req + Ta−ack + Tmin−burst ), where Ta−req is considered with respect to
the sender module or CDC0, and Ta−ack is considered with respect to the receiver module or CDC1, and Tmin−burst is the minimum clock cycles required
for the burst mode data communication.
G(CDC0.ta req > CDC0.ta req + CDC1.ta ack + t min burst)

(IV)
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Vulnerability Analysis/Verification

In order to identify the potential vulnerable paths in the systems, we assumed that each module of experimental setup is encrypted using AES, and
one of them is intruded. These modules are communicating through CodeDivision Multiple Access (CDMA). To insert the Trojan behavior in AES, we
modeled the behavior of some standard AES benchmark Trojans available
on trust-HUB [79]. In the AES T100 benchmark, Trojan leaks a single bit
over many clock cycles through the Code-Division Multiple Access (CDMA)
and the Trojan is triggered only for 2 clock cycles. We translated this Trojan
behavior into the full handshake burst mode communication. We modeled
this behavior by assigning the following burst mode values 0, 2, 100, 1000,
2000, 3000 non-deterministically after the channel is established. So if the
number of data transaction cycles are less than 1000 for one communication
cycle then it is highly probable that it is intruded and the information is
leaked. Thus the intruded model is verified based on LTL properties (I),
(II), (III) and (IV). In result of the verification, nuXmv generates the counterexamples, which are further analyzed to identify the Trojans paths and
nodes. Table 5.1 identifies the properties that fail for each Trojan. It shows
that AES T1000, T200, T2100, T400, T500 and T600 are not affecting the
formulated properties. Thus, these Trojans cannot be detected by verifying
only these properties. All the other Trojans responded to the properties we
stated, as shown by × in Table 1.
In order to elaborate the vulnerability analysis, we are providing an example
of counterexample generated in intruded full handshake protocol with burst
mode communication, as shown in Fig. 5.7. Typically, intruders uses the
less no of data bits/clock cycles to leak the information to avoid the side
channel protections, e.g., AES benchmark T100 leaks the 2 bits of secret key
per communication. In Fig. 5.7, the red highlighted transition are showing
the counterexample generated due to AES T100 in full handshake protocol
with burst mode communication. Under the normal operation, the system
d-assert the request after waiting the Tmin−burst clock cycles. Since AES T100
leaks 2 bits per communication, the sender and receiver d-asserts the request
and acknowledgment before the Tmin−burst clock cycles which violates the
minimum time between two consecutive requests of Equation 5.5.

5.2.1

Counterexample Analysis

In the next step of the proposed methodology, the counterexamples, which
are obtained from analyzing different Trojan benchmarks, are shown in Table
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Figure 5.7: Counterexample for Full Handshake Protocol
5.1. The four columns in this table represent the results of four different LTL
properties and each row belongs to a different AES Trojan benchmarks. A
check mark (X) in a cell means that the counterexample is not generated
when that particular Trojan is tested against a specific property and a cross
mark (×) in the cell means that the counterexample is generated, and that the
failure is identified. Since only one failure of the defined property is enough
to detect the Trojans, therefore, these results show that 10 out of given 17
AES Trojan benchmarks can be detected just by properly monitoring the bus
protocol. The reason for other 7 AES Trojan benchmarks not being detected
is that they do not use a communication medium to leak the information,
as in this paper, we are only considering the Trojans that use an exiting
communication medium.
In the proposed methodology, the generated counterexamples are analyzed to identify the potential attack path or vulnerable signals, which require runtime monitoring. In the counterexample shown in Fig. 5.7, the
AES Trojan benchmark T100 fails the data rate property (I), whereas, the
red and black states in Fig. 5.7 have been explained earlier in this section.
The analysis of all the counterexamples generated in Table 5.1 shows that all
the Trojan benchmarks that generate the counterexamples, fail the the data
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Table 5.1: Counterexamples for AES Benchmarks Trojans.
AES
Trojans
T100
T1000
T1100
T1200
T1300
T1400
T1500
T200
T2000
T2100
T300
T400
T500
T600
T700
T800
T900

Deadlock
I
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

Data
Rate
II
×
X
×
×
×
×
×
X
X
X
×
X
X
X
×
×
×

Timing
Properties
III
IV
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
×
×
X
X
X
X
X
X
×
×
×
×
×
×

rate property (I). Therefore, we propose a runtime monitoring approach that
monitors the data rate, to detect the data communication, which requires
lesser time than the minimum time required for a burst mode communication (Tmin−burst ).

5.3

Proposed Runtime Solution for Vulnerabilities in Burst Mode Communication

By analyzing the malicious behavior depicted from the generated counterexamples, the designer either needs to improve the design or come up with
runtime monitoring circuits to detect such Trojans. In this work, we designed a runtime monitoring unit which detects the abnormal behavior of
burst mode protocol at runtime. Fig. 5.8 shows the complete design of our
proposed global runtime monitoring unit. It consists of four units; the first
unit selects the channel under observation, the second unit selects the direction of communication in the channel, the third unit is a counter, which
computes the clock cycles during burst mode data transaction. The last unit
is a detector circuit which provides information if the number of clock cycles
used by burst mode data transaction is within the acceptable limits. If the
counter value is not within the predefined limits then this monitoring unit
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discards the communication.

Figure 5.8: Global Runtime Monitoring Unit
In order to reduce this overhead we proposed following three approaches to
embed the runtime monitoring unit in NoC.

5.3.1

Channel Based Runtime Monitoring (CBRM)

In this approach, one monitoring unit for each communication channel, is
embedded into NoC. Fig. 5.9 shows the CBRM setup for different NoC
topologies, in which a single runtime monitor is associated with a communication channel. The area overhead of this runtime monitoring setup can be
calculated from the Equation (5.7).
Areaoverhead = ncontorller + n21mux + n81mux + ncounter

(5.7)

Where
No.of controller (ncontorller ) = Nch
No.of 2 to 1 Mux (n21mux ) = Nch
No of 8 to 1 Mux (n81mux ) = 0
2m bit counter (ncounter )= Nch
m = ceil(log2 (tmin−burst )
and tmin−burst and Nch represent the minimum data transaction cycles required to complete the burst mode communication and total number of communication channels, respectively. The total number of communication channels (Nch ) depends upon the NoC topology. Nch for ring, fully, 4-connected,
and 8-connected mesh NoC topology can be calculated from Equations (5.1),
(5.2), (5.3) and (5.4), respectively.

CHAPTER 5. CASE STUDY

50

(a) Ring

(b) Fully Connected Mesh

(c) 4-Connectivity

(d) 8-Connectivity

Figure 5.9: Channel Based Runtime Monitoring Unit

5.3.2

Global Runtime Monitoring (GRM)

In this approach, a generic runtime monitoring circuit is designed, which
is used to monitor the whole NoC. It has access to all channels and can
analyze them one by one. Fig. 5.10 shows the GRM setup for different
NoC topologies in which single runtime monitor has access to all channels.
However, due to very large number of communication channels, it may miss
the rare malicious events. Its area overhead can be calculated from the same
equation (Equation (5.7)), with the following changes in each parameter:
No.of controller (ncontorller ) = 1
No.of 2 to 1 Mux (n21mux ) = 1
No of 8 to 1 Mux (n81mux ) = ceil( N8ch )
2m bit counter (ncounter )= 1
m = ceil(log2 (tmin−burst )
Where tmin−burst and Nch represents the minimum data transaction cycles
required to complete the burst mode and total number of communication
channels, respectively. The total number of communication channels depends
upon the NoC topology. Nch for ring, fully, 4-connected, and 8-connected
mesh NoC topology can be calculated from Equations (5.1), (5.2), (5.3) and
(5.4), respectively.
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(a) Ring

(b) Fully Connected Mesh

(c) 4-Connectivity

(d) 8-Connectivity

Figure 5.10: Global Runtime Monitoring Unit

5.3.3

Region Based Runtime Monitoring (RBRM)

This approach is a compromise between the overhead of CBRM and lesser
monitoring resolution in GRM. In RBRM, the whole network is divided into
regions such that each region has an equal number of communication channels. For each region, a runtime monitoring unit is inserted. Fig. 5.11 shows
the CBRM setup for different NoC topologies. For example, in Fig. 5.11b,
the network is divided into three regions (red, blue and green). Each region
has an equal number of channels and one runtime monitoring unit which
monitors the 5 channels. In the proposed approach, we divided the region
in such a way that each associated channel is close to the respective monitors. If the number of communication channels is a prime number then the
remaining channel is observed by CBRM, e.g., if the number of communication channels are 31, then based on 30 channels, the network can be divided
into equal regions but for an additional channel a separate monitors is installed in the NoC.
These RBRM units can reduce the possibility of missing the rare malicious
activities because there is one monitoring unit for a particular region. This
increases the performance, overhead which can be be calculated by using
Equation (5.7), with the following changes in each parameter:
No.of controller (ncontorller ) = nr + (Nch − (nr × ncr))
No.of 2 to 1 Mux (n21mux ) = nr + (Nch − (nr × ncr))
)
No of 8 to 1 Mux (n81mux ) = ceil(nr × ncr
8
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(a) Ring

(b) Fully Connected Mesh

(c) 4-Connectivity

(d) 8-Connectivity

Figure 5.11: Region Based Runtime Monitoring Unit
2m bit counter (ncounter )= nr + (Nch − (nr × ncr))
m = ceil(log2 (tmin−burst ))
Where nr and Nch represents the number of regions and total communication
channels in the whole NoC, respectively. Total communication channels in a
region (ncr) can be calculated from the following Equation (5.8):
ncr = f loor(

Nch
)
nr

(5.8)

All the above mentioned runtime monitoring setups are designed on the basis
of burst mode property verification thus it can only detect the intrusion
if the system is using the burst mode communication protocol. It can be
argued then using our counterexamples, we found out that if burst mode
communication is used then most of the anticipated intrusions will affect
the communication protocol. To detect the online Trojans in a NoC where
burst mode communication protocol is not used, we propose a work around
mechanism. A runtime testing mode is introduced in the system, where the
system is forced to communicate test vectors in burst mode to test the health
of the communication channels. Hence, there can be two modes of operation:
test and normal mode of operation. Two methods to switch the mode are
described here, firstly system switches the mode after certain time interval
to continuously check the health of the communication channels. Since the
normal communication is on hold when the system is in runtime testing mode.
Therefore, its time overheard is very high. Another method, to reduce the
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overhead, is to keep the system in normal mode until it detects the suspicious
communication. Once the suspicious activity is detected then the system
switches its mode to the testing mode to check the health of communication
modules and channels. The test time overhead, which is defined as the time
spent in runtime testing mode of this approach, for different monitoring
setups is given below:
1. For Channel Based Runtime Monitoring (CBRM), the waiting time
overhead is equal to the minimum data transaction cycles required to
complete the burst mode (tmin−burst ), because in this approach each
channel has its own monitors and it can test the whole system within
tmin−burst .
2. Similarly, for Global Runtime Monitoring (GRM) the test time overhead can be calculated from Equation (5.9) as in this approach the
monitoring setup tests one channel at a time. Therefore, its test time
overhead is quite large.
testtimeoverhead = Nch × tmin−burst

(5.9)

Where tmin−burst and Nch represents the minimum data transaction
cycles required to complete the burst mode and total number of communication channels, respectively.
3. For Region Based Runtime Monitoring (RBRM) the test time overhead
can be calculated from Equation (5.10) as in this case the runtime
monitor scans the all the communication channels in the region, one
by one.
testtimeoverhead = ncr × tmin−burst
(5.10)
Where tmin−burst and ncr represents the minimum data transaction cycles required to complete the burst mode and total number of communication channels in a region, respectively.

5.4

Simulation in CAD tools

The last step of our proposed methodology is to embed the runtime monitoring unit in the digital system. Our experimental setup consists of four
IP Modules with six communication channels (Fig. 5.12a) and each communication channel consists of three control signals (Fig. 5.12b): request (R),
acknowledgment (ACK) and data control (D).
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(b)

Figure 5.12: Experimental Setup with 8-connectivity: (a) Complete Setup
(b) Control Signals in a Communication Channel.
We embedded the system with all the three approaches, discussed in the
preceding sub-section, to analyze the overhead of these proposed approaches.
In the first approach, each communication channel has one monitoring unit.
In the RBRM approach, we have divided the setup into two parts in such
a way that each part has a monitoring unit. In GRM approach, runtime
monitoring is done by using a global monitoring unit. The simulation of
the above-mentioned approaches is done in Cadence using 90nm CMOS IHP
technology. For the gate level implementation, static CMOS logic has been
used. Transistor sizing in different threshold gates, except the feedback inverter of each gate, has been done using the traditional matching the propagation delay of pull up network and pull down network. In this experiment,
the minimum data transaction cycles for burst mode is keep at 50.

Figure 5.13: Effects of Intruded IP Module on Communication Channel
Fig. 5.13 shows the full handshaking protocol behavior of communication
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Table 5.2: Detection Precision for different Runtime Monitoring Setups
Experimental
Scenarios
CBRM
RBRM
GRM

Full Handshake
Protocol
10/10
9/10
8/10

Partial Handshake
Protocol I
10/10
10/10
8/10

Partial Handshake
Protocol II
10/10
10/10
8/10

channels 1 and 2, for burst mode communication. Communication behavior
of channel 1 is represented by the data out signal of IP module 3 and request
signal of IP module 3, which shows that minimum clock cycles required for
data communication is much greater than the minimum data transaction
cycles required for the burst mode communication, hence this channel is
not intruded. Since the IP module 2 is intruded with one of the previously
mentioned AES benchmark Trojans therefore, communication behavior of
channel 2 is abnormal as shown by the data out signal of IP Module 2 and
Request signal of IP module 2 to1. The pulse at the output of runtime monitoring unit shows that this communication channel is not fulfilling data rate
requirement of burst mode, hence confirming that IP module 2 is intruded.

5.5

Design Metric Comparison

In this chapter, we analyze and compare different scenarios in which our experimental setup can operate. Three different approaches are proposed to
develop runtime monitors. Based on the protocol, embedded runtime monitoring units and total number of communicating modules, we have created 45
different scenarios for a particular NoC topology i.e. Tables 5.3 and 5.4 show
the 45 scenarios for ring, fully and partially connected mesh NoC topologies. In order to measure the detection precisions of different approaches,
we simulated 10 abnormal communication behavior per 1000 clock cycles.
This analysis helped us in quantifying the tradeoffs among our proposed approaches.
The careful analysis of Tables 5.3 and 5.4 shows that power consumption of
system with CBRM unit is quite high as compared to the global and RBRM
unit because there must be one monitoring unit per communication channel.
This approach does not require any channel selection module. It can also detect the abnormal behavior with high precision as shown in Table 5.2 (100%)
and its test time overhead is equal to minimum data transaction cycles required to complete the burst mode communication. For example in Table 5.5
its test time is 50 because Tmin−burst is kept to 50. The power consumption
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Table 5.3: Power (µW) overhead of different Runtime Monitoring Setups for
Partially Connected Mesh Topology
Topology
Monitors
Full
Handshake

Partial
Handshake I

Partial
Handshake II

Nm
2
4
9
16
25
2
4
9
16
25
2
4
9
16
25

4-connectivity (Mesh)
CBRM RBRM GRM
21.5
21.5
21.5
70.5
57.2
51.5
152.5
92.37
77.5
304.25
113.25
102.5
613.5
290.56
190.5
18.5
18.5
18.5
62.5
42.3
45.39
142.31
87.59
71.25
291.53
101.31
90.74
592.32
271.01 170.21
12.37
12.37
12.37
65.23
51.23
48.21
132.56
84.59
69.52
291.56
102.61
91.25
590.35
274.15 170.26

Nm
2
4
9
16
25
2
4
9
16
25
2
4
9
16
25

8-connectivity (Mesh)
CBRM RBRM GRM
21.5
21.5
21.5
101.75
83.1
77.39
208.68
112.35 100.32
395.5
170.81 140.25
650.17
390.25 275.84
18.5
18.5
18.5
91.65
74.5
69.5
201.84
105.25
91.25
350.12
151.23 121.11
601.23
354.25 253.75
12.37
12.37
12.37
92.53
75.21
67.82
190.25
103.65
91.23
361.23
160.21 131.65
612.51
375.21 255.41

Table 5.4: Power (µW) overhead of different Runtime Monitoring Setups for
Fully Connected Mesh and Ring Topology
Topology
Monitors
Full
Handshake

Partial
Handshake I

Partial
Handshake II

Nm
2
4
9
16
25
2
4
9
16
25
2
4
9
16
25

CBRM
21.5
40.23
92.4
190.25
256.8
18.5
35.6
81.2
172.81
241.32
12.37
35.62
85.2
175.25
221.36

Ring
RBRM
21.5
37.5
57.5
78.5
205.21
18.5
31.26
50.13
63.12
180.26
12.37
31.25
51.36
65.21
192.36

GRM
21.5
32.4
51.69
61.25
152.26
18.5
29.65
47.59
54.24
141.23
12.37
28.21
47.59
52.69
141.25

Nm
2
4
9
16
25
2
4
9
16
25
2
4
9
16
25

Fully Connected Mesh
CBRM RBRM GRM
21.5
21.5
21.5
115.38
85.76
82.1
237.2
125.86
107.9
456.35
190.326 158.69
670.51
458.23 321.25
18.5
18.5
18.5
101.32
79.52
73.21
229.25
119.25 98.325
401.23
175.24 142.56
651.23
412.53 301.45
12.37
12.37
12.37
102.36
74.59
76.21
205.63
112.31
95.63
413.52
170.61 141.23
652.31
441.31 301.51

of this approach is very high, which increases considerably with the increase
in number of channels and communicating modules is shown in Fig. 5.14.
Similarly, its area overhead is almost up to 17 times and 25 times more than
RBRM and GRM, respectively, as shown in Fig. 5.15
The GRM approach fails to detect some rare events because it has to check
the overall communication channel one by one. So it is highly probable that
this approach fails to detect the abnormal behavior of channels other than the
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Table 5.5: Test Time (data transaction cycles)overhead of runtime monitoring setup for different NoC topology
Topology

Ring

Fully
Connected
Mesh

4-Connected
Mesh

8-Connected
Mesh

Nm

Nch

nr

2
4
9
16
25
2
4
9
16
25
2
4
9
16
25
2
4
9
16
25

1
4
9
16
25
1
6
36
120
300
1
4
13
25
40
1
7
21
43
72

1
2
3
4
5
1
2
3
4
5
1
2
3
4
5
1
2
3
4
5

Test Time Overhead
CBRM
GRM
RBRM
50
50
50
50
200
100
50
450
150
50
800
200
50
1250
250
50
50
50
50
300
150
50
1800
600
50
6000
1500
50
15000
3000
50
50
50
50
200
100
50
650
200
50
1250
300
50
2000
400
50
50
50
50
350
150
50
1050
350
50
2150
500
50
3600
700

channel under observation. Therefore, its detection precision is almost 80%
as shown in Table 5.2. Unlike the CBRM its power and area overhead is not
dependent on the total number of communication channels and communicating modules. Therefore, the power overhead of this approach is considerably
less than the previous case as shown in Fig. 5.14. similarly it area overhead
is up to 2 and 25 times less than RBRM and CBRM, respectively as shown in
Fig. 5.15. However, its test time overhead is up to 5 and 30 times more than
the RBRM and CBRM respectively, because in the runtime test mode, it
scans all the channels one by one. Thus its test time overhead increases with
the increase in number of channels and communicating modules as shown in
Table 5.5.
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Power Overhead in Ring
CBRM

300

RBRM

Power Overhead in Mesh

GRM

GRM

500

200

Power (µW)

Power (µW)

400

150

300

100

200

50

100
1

6
11
16
21
Total number of communicating modules in NoC

0

26

1

(a) Ring

CBRM

700

RBRM

6
11
16
21
Total number of communicating modules in NoC

26

(b) Fully Connected Mesh

Power Overhead in 4-Neighborhood

Power Overhead in 8-Neighbrhood

GRM

CBRM

700

600

600

500

500

RBRM

GRM

Power (µW)

Power (µW)

400

400

300

300
200

200

100

100

0

RBRM

600

250

0

CBRM

700

1

6

11

16

21

Total number of communicating modules in NoC

(c) 4-Connectivity

26

0

1

6
11
16
21
Total number of communicating modules in NoC

26

(d) 8-Connectivity

Figure 5.14: Power Consumption of runtime monitoring setup using Full
Handshaking Protocol in different NoC Topologies
RBRM approach is a compromise between high precision, high overhead
CBRM and low precision, low overhead GRM. RBRM approach uses the
multiple runtime monitoring units to get the higher precision upto 90% and
lower test time overhead compared to GRM as shown in Figs. 5.14 and 5.15
and Table 5.4, 5.2 and 5.5. So it is generally a trade-off between performance
overhead and efficiency of monitoring unit.
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Figure 5.15: Area overhead of runtime monitoring setup for different NoC
Topologies

5.5.1

Dynamic Runtime Monitoring

The main objective of the proposed methodology is to monitor every communication channel to detect abnormal burst mode communication. We
achieved this goal by introducing three topologies, i.e., channel based runtime monitor (CBRM), region based run-time monitor (RBRM) and global
region monitor (GRM), to monitor the traffic on each channels. The CBRM
setup provides 100% detection accuracy because it always monitors a particular channel. On the other hand, with the increase in the number of monitoring channels, the detection rate decreases, thus, the accuracy of RBRM and
GRM decreases to 90% and 80%, respectively. However, in most of the cases,
not all IPs in a NoC fail at the same time. Therefore, we propose an alternative solution that includes the the first come first serve policy with monitors
to handle the active channels and IPs, as shown in Fig. 5.17b. Since, the
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Figure 5.16: Proposed Global Runtime Monitoring Unit with dynamic active
number of Channels
detection rate in the proposed methodology is inversely proportional to the
number of monitoring channels per monitor, e.g., in our proposed methodology, the increase in the number of communication channels per monitor
decreases the detection rate, as shown in Fig. 5.17a. The inclusion of first
come first serve policy in monitors allows them to select number of monitoring channels during the runtime to increase the detection rate at the expense
of increasing the power and area overhead.
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Figure 5.17: Detection Rate with respect to Number of Monitoring Channels
per Monitor in 6 Modules based Mesh NoC.
For illustration, we implemented the first come first serve (FCFS) policy
with multiple GRMs and the proposed RBRM for various number of chan-
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Figure 5.18: Power Overhead with respect to Number of Monitoring Channels per Monitor in 6 Modules based Mesh NoC.
nels per monitor (Nc /monitor). The experiment shows that detection rate
remains around 85% for both FCFS based GRM and the proposed RBRM
when Nm /monitor is less then 10. But, if (Nc /monitor) ≥ 10 then detection
rate decreases exponentially for FCFS based GRM and linearly for the proposed RBRM, as shown in Fig. 5.17b. If we increase Nc /monitor to 18 then
the detection rate decreases to 4% and 15% for FCFS based GRM and proposed RBRM, respectively. Similarly, the power overhead due to additional
control blocks in FCFS based GRm is almost 10% more than the proposed
RBRM as shown in Fig. 5.18. Moreover, in some cases, this power overhead approaches to 100µW, which is almost 29% more than the proposed
RBRM. Hence, for smaller number of modules and less complicated NoC,
the suggested FCFS based GRM provides a comparable performance to the
proposed RBRM. However, for more complicated NoC, RBRM seems to be
the better solution because its power overhead is quite less.

2
3
4

Lower than the proposed solution.
Higher than the proposed solution.
Equal to the proposed solution.

Chapter 6
Comparison
Table 6.1 shows the summary of the comparison with some of the state-ofthe-art techniques. The technique, presented in [50] used the temperature
effect on the frequency of the ring oscillator (RO) along with the negative
skew shadow register to generate the temperature dependent delay signatures
to detect the hardware Trojans. Its area and power overheads are not high
but this technique require longer testing time to incorporate all possible
combinations. Similarly, technique used in reference [57] also used the vector
insertion method to extract the delay signatures and require longer testing
time. Moreover, these techniques require precise calibration over process
variations. Therefore, some researchers used the current sensor to extract the
delay signature but it increases the power and area overhead to reduce the
process variation and environmental effects on signatures. In references [32]
and [96], built in temperature sensors are used to perform run-time hardware
Trojan detection. Their area overhead is very less but on the other hand these
techniques can only be used when temperatures sensors are available. The
problem with such techniques is the presumption that all the Trojans will lead
to substantial increment in power consumption. An intelligent intruder can
bypass this phenomenon by making sure that some of the regular modules are
put in sleep mode when Trojan is turned on. Unlike these techniques, in [66]
a hardware property checker is inserted which increases the overhead but
reduces the power and testing time. However, it requires the complete netlist
information of the IP modules, which makes it vulnerable to the netllist and
layout level intrusions. In a nutshell, our technique is better then other
state-of-the-art techniques in following ways:
1. Our technique does not require golden circuit power traces, which is
the case for many other alternatives [17, 50].
2. Unlike [32], our technique does not presume that the Trojan pay load
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Table 6.1: Comparison with state-of-the-art Techniques.
Techniques
Proposed
Solution

CBRM
GRM
RBRM

Li et. al. [50]
Lodhi et. al. [57]
Cao et. al. [17]
Forte et. al. [32]

Zhao et. al. [96]

Ngo et. al. [66]

Detection
Stage
Design,
Testing and
Runtime
Design
and Test
Design
and Test
Design
and Test
Design,
Testing and
Runtime
Design,
Testing and
Runtime
Design,
Testing and
Runtime

Hardware
Overhead
Nch × monitoring unit
1 monitoring unit
nr× monitoring unit
Ring Oscillator and
Shadow Register
Controller and
Vector insertion ports
Active current
sensors
Temperature Sensors
& Thermal profiling
algorithm
Temperature Sensors,
Thermal profiling &
classification algorithm
Hardware
Property Checker

Power

Test Time

Trojan
Coverage

Golden IC

Nch × PM U
PM U
nr × PM U

Teq
Nch × Teq
nr × Teq

Communication
based Trojans

No

Low2

High3

Delay based Trojans

Yes

Low

High

Delay based Trojans

Yes

High

High

Delay based Trojans

Yes

High

Low

Only for the Trojans
with high power
consumption

No

High

Low

Require off line
computation

No

Almost
Equal4

Low

Only for Design
Stage Intrusion

No

activation will provide a very high change in the power dissipation.
3. In contrast to [96], our technique does not require any off line computation. With the minimal area overhead, we propose a technique that
can independently detect Trojan within the chip during run-time.
4. Our technique is applied at the SoC integration level and no knowledge
of IP design is presumed.
5. Area, power and test time overhead is comparable especially with the
case of RBRM.
6. The proposed technique can be used for any known bus system by
adding the burst mode communication with the normal operational
mode.

Chapter 7
Conclusion
In this thesis, we proposed a generic frame work to identify potential attacks
and design the runtime monitors to detect the Trojans through formal modeling of burst mode communication. The proposed approach leverages the
formal hardware verification to analyze the behavior of hardware Trojan and
develop its unique properties using LTL. Using the counterexamples through
Model checking we identified the vulnerable paths due to hardware Trojan.
Then, based on the analysis of these vulnerable paths, we proposed a method
to design runtime monitors and three different approaches to embed them as
monitors in the NoC. Furthermore, we also presented a framework to utilize
these burst mode runtime monitors in runtime intrusion detection through
all communication channels. The statistical and experimental analysis shows
that GRM approach has less area and power overhead as compared to RBRM
and CBRM approaches. The statistical and experimental analysis shows that
GRM approach has 2 and 25 times less power and area overhead as compared
to RBRM and CBRM approaches at the expense of 5 to 30 times increment
in test time overhead. So it is generally a trade-off between performance
overhead and efficiency of the monitoring unit. Unlike the other state-ofthe-art techniques, the proposed methodology can easily be used to design
the runtime monitoring setup without having netlist information of IP modules and any presumptions related to high power consumption of activated
hardware Trojan.
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