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Abstract. Traditionally, the continuous aspects of cyber-physical systems (CPS), usually modeled by differential equations, are analyzed using paper-and-pencil proof methods, computer based numerical methods
or computer algebra systems. All these methods are error-prone and thus
the analysis cannot be termed as accurate, which poses a serious threat
to the accuracy of the cyber-physical systems. To guarantee the correctness of analysis, we propose to use higher-order-logic theorem proving to
reason about the correctness of solutions of differential equations. This
paper presents a formalization framework to express homogeneous linear
differential equation of arbitrary order and formally verify their solutions
within the sound core of the higher-order-logic theorem prover HOL4. In
order to illustrate the usefulness of the proposed formalization, we utilize
it to formally verify a couple of CPS used in the domain of bio-medicine,
namely, a heart pacemaker and a fluid-filled catheter.

1

Introduction

Cyber-physical systems (CPS) [26] are characterized as computational systems,
with software and digital and/or analog hardware components, that closely interact with their continuously changing physical surroundings. These days, CPS are
widely being used and advocated to be used in a variety of applications ranging
from ubiquitous consumer electronic devices, such as tele-operated health-care
units and autonomous vehicles, to not so commonly used but safety-critical domains, such as tele-surgical robotics, space-travel and smart disaster response
and evacuation. Due to the tight market windows or safety-critical nature of
their applications, it has become a dire need to design error-free CPS and thus a
significant amount of time is spent on ensuring the correctness of CPS designs.
Traditionally, physical and continuous aspects of a CPS are analyzed by capturing their behaviors by appropriate differential equations [33] and then solving
these differential equations to obtain the required design constraints. This kind

of analysis can be done using paper-and-pencil proof methods or computer based
numerical techniques. Whereas, the software and digital hardware components
of a CPS are usually analyzed using computer based testing or simulation methods, where the main idea is to deduce the validity of a property by observing its
behavior for some test cases. However, all the above mentioned analysis techniques, i.e., paper-and-pencil proof methods, numerical methods and simulation,
cannot ascertain the absence of design flaws in a design. For example, paper-andpencil proof methods are error prone due to the human error factor. Moreover,
it is quite often the case that many key assumptions of the results obtained using paper-and-pencil proof methods are in the mind of the mathematician and
are not documented. Such missing assumptions may also lead to erroneous CPS
designs. Similarly, computer based numerical methods cannot attain 100% accuracy as well due to the memory and computation limitations and round-off
errors introduced by the usage of computer arithmetics. Thus, given the above
mentioned inaccuracies, these traditional techniques should not be relied upon
for the analysis of CPS, especially when they are used in safety-critical areas,
such as medicine and transportation, where inaccuracies in the analysis could
result in design bugs that in turn may even lead to the loss of human life.
In the past couple of decades, formal methods [5] have been successfully
used for the precise analysis of a variety of software, hardware and physical
systems. The main principle behind formal analysis of a system is to construct
a computer based mathematical model of the given system and formally verify,
within a computer, that this model meets rigorous specifications of intended
behavior. Two of the most commonly used formal verification methods are model
checking [4] and higher-order-logic theorem proving [16]. Model checking is an
automatic verification approach for systems that can be expressed as a finitestate machine. Higher-order-logic theorem proving, on the other hand, is an
interactive approach but is more flexible in terms of tackling a variety of systems.
The rigorous exercise of developing a mathematical model for the given system
and analyzing this model using mathematical reasoning usually increases the
chances for catching subtle but critical design errors that are often ignored by
traditional techniques like paper-and-pencil based proofs or simulation.
Given the extensive usage of CPS in safety-critical applications, there is a
dire need of using formal methods for their analysis. However, the frequent involvement of ordinary differential equations (ODEs) in their analysis is a main
limiting factor in this direction. For example, ODEs are essential for modeling
the motion of mechanical parts, analog circuits and control systems, which are
some of the most common elements of any CPS. Thus, automatic state-based
formal methods, like model checking, and automatic theorem provers cannot be
used to model and analyze the true CPS models due to their inability to model
continuous systems. This is the main reason why most of the formal verification
work about CPS utilizes their abstracted discrete models (e.g., [30]). Hybrid
model-checking and theorem proving based approaches, e.g, [1], have been generally used for analyzing systems that can be modeled as differential equations.
Moreover, safety properties of such systems have also been formally verified using

differential invariants [24, 3] based on fixed point algorithms. Similarly, the Coq
theorem prover has been used to formally verify the convergence of numerical
solutions for a widely used partial differential wave equation [6]. Other notable
higher-order-logic formalizations related to differential equations include verification of the convergence of numerical solutions for differential equations [6]
and the approximate numerical solution of ordinary differential equations using
the one-step method [19]. However, to the best of our knowledge, none of these
formal approaches allow us to verify the solutions of differential equations.
These limitations can be overcome by using higher-order-logic theorem proving [13] for conducting the formal analysis of CPS since the high expressiveness of
higher-order logic can be leveraged upon to model elements of continuous nature.
However, the main challenge in this direction is the enormous human guidance
required in the formal verification of CPS due to the non-decidable nature of
higher-order logic. As a first step towards using a higher-order-logic theorem
prover for formally verifying solutions of differential equations, we presented the
formal reasoning support for the solutions of second-order homogeneous linear
differential equations [23], i.e., a simple yet the most widely used class of differential equations, in [27]. In the current paper, we extend this work by presenting
a formal definition that can be used to specify arbitrary order homogeneous linear differential equations. Moreover, we provide the formal verification of some
mathematical facts, like a couple of general solutions of arbitrary order homogeneous linear differential equations and the quadratic formula, that allow us
to reason about the correctness of the solutions of arbitrary order homogeneous
linear differential equations in a very straightforward way. The prime advantage
of these results is that they greatly minimize the user intervention for formal
reasoning about differential equations and thus facilitate the usage of higherorder-logic theorem proving for verifying the solutions of differential equations
for real-world industrial problems. In order to demonstrate the practical effectiveness and utilization of our formalization, we utilize it to analyze two CPS
used in biomedical applications, i.e, a heart pacemaker and fluid-filled catheter.
Our formalization primarily builds upon the higher-order-logic formalization
of the derivative function and its associated properties. This formalization is
available in a number of theorem provers like HOL4 [14], PVS [8] and Coq
[10]. Our work is based on Harrison’s formalization [14] that is available in the
HOL4 theorem prover [29]. The main motivations behind this choice is include
the availability of formalized transcendental functions, which play a key role in
the reported work, and the general richness of Harrison’s real analysis related
theories. Though, it is important to note here that the ideas presented in this
paper are not specific to the HOL4 theorem prover and can be adapted to any
other LCF style higher-order-logic theorem prover as well.

2

Related Work

Formal methods have been extensively used these days for analyzing CPS due
to their ever increasing usage in various safety and financial-critical domains.

Zhang et. al [21] proposed to use formal specification for CPS in order to reduce
the infinite set of test parameters in a finite set. Similarly, the aspect-oriented
programming based on the UML and formal methods is utilized for QoS modeling
of CPS in [20]. Moreover, in order to formally specify CPS along with their
continuous aspects, a combination of formal methods Timed-CSP, ZimOO and
differential (algebraic) equations is used in [32]. Even though such rigorous formal
specifications allow us to catch bugs in the early stages of the design but they
do not guarantee error-free analysis due to the informal nature of the analysis.
For formal verification of CPS, model-checking has been frequently explored.
For example, Akella [2] proposed to discretize the events causing the change of
flow and thus model the CPS as a deterministic state model with discrete values
of flow within its physical components. This model is then used to formally verify insecure interactions between all possible behaviors of the given CPS using
model checking. Similarly, Bu et. al [7] used hybrid model checking for verifying
CPS. However, this verification is also not based on true continuous models of
the system and instead a short-run behavior of the model is observed by providing numerical values of various parameters in order to reduce the state-space. A
statistical model checker has been recently utilized to analyze some aspects of
CPS [9]. However, this approach also suffers from the classical model checking
issues, like the state-space explosion and inability to reason about generic mathematical relations. Thus the model checking approach, even though is capable of
providing exact solutions, is quite limited in terms of handling true continuous
models of CPS and thus various abstractions [30] have to be used for attaining
meaningful results. The accuracy of the analysis is thus compromised, which is
undesirable in the case of analyzing safety-critical applications of CPS.
Hybrid theorem provers, like KeYmaera [25], have also been used to verify CPS. However, these theorem provers use the support of computer algebra
systems when it comes to solving differential equations and thus the solutions
obtained cannot be completely trusted due to the presence of unverified symbolic
manipulation algorithms in computer algebra systems.
Higher-order-logic theorem proving is capable of overcoming all the above
mentioned problems. Atif et. al [22] used the HOL4 theorem prover for the
probabilistic analysis of cyber-physical transportation systems. However, their
focus was only on the formal verification of probabilistic aspects of CPS and
they did not tackle the continuous aspects, especially the ones that require to
be modeled by ODEs, which is the main focus of the current paper.

3

Derivatives in HOL4

In this section, we give a brief introduction to the formalization of the derivative
function in HOL4 function to facilitate the understanding of the rest of the paper.
Harrison [14] formalized the real number theory along with the fundamentals
of calculus, such as real sequences, summation series, limits of a function and
derivatives and verified most of their classical properties in HOL4. The limit of

a function f , which takes a real number and returns a real number, is defined in
HOL4 using the operator → as follows [14]:
Definition 1: ` ∀ f y0 x0. (f → y0)(x0) = ∀e. 0 < e ⇒
∃d. 0 < d ∧ ∀x. 0 < |x - x0| ∧ |x - x0| < d ⇒
|f(x) - y0| < e
where (f → y0)(x0) can be written mathematically as lim(x→x0) f (x) = y0,
i.e., the function f approaches y0 as its real number argument approaches x0.
Based on this definition, the derivative of a function f is defined as follows [14]:
Definition 2: ` ∀ f l x.(f diffl l) x =
((λ h.(f (x + h) - f x) / h)→ l)(0)
Definition 2 provides the derivative of a function f at point x as the limit value of
f (x+h)−f (x)
when h approaches 0, which is the standard mathematical definition
h
of the derivative function. Now, the differentiability of a function f is defined as
the existence of its derivative [14].
Definition 3: ` ∀ f x. f differentiable x = ∃l. (f diffl l) (x)
A functional form of the derivative, which can be used as a binder, is also defined
using the Hilbert choice operator @as follows [14]:
Definition 4:

` ∀ f x. deriv f x = @l. (f diffl l) x

The function deriv accepts two parameters f and x and returns the derivative
of function f at point x.
The above mentioned definitions associated with the derivative function have
been accompanied by the formal verification of most of their classical properties,
such as uniqueness, linearity and composition [14]. Moreover, the derivatives
of some commonly used transcendental functions have also been verified. For
example, the derivative of the Exponential function has been verified as follows:
Theorem 1: ` ∀ g m x. ((g diffl m) x ⇒
((λx. exp (g x)) diffl (exp (g x) * m)) x)
where exp x represents the exponential function ex and (λx.f(x)) represents
the lambda abstraction function which accepts a variable x and returns f (x).
We build upon the above mentioned formalization to develop formal reasoning
support for homogeneous linear differential equations and the details of our work
are given in the next two sections.

4

Homogeneous Linear Differential Equations

An nth -order homogeneous linear ordinary differential equation can be mathematically expressed as follows:
pn (x)

dn y(x)
dn−1 y(x)
+ pn−1 (x)
+ · · · + p0 (x)y(x) = 0
dx
dx

(1)

i

where ddxf denotes the ith ordinary derivative of the function f with respect to
variable x and terms pi (x) represent the coefficients of the differential equation
defined over a function y. The equation is linear because (i) the function y and
its derivatives appear only in their first power and (ii) the products of y with
its derivatives are also not present in the equation. By finding the solution of
the above equation, we mean to find functions that can be used to replace the
function y in Equation (1) and satisfy it.
The first step in the proposed reasoning support framework is the ability to
formalize homogeneous linear differential equation. We proceed in this direction
by first formalizing an nth -order derivative function as follows:
Definition 5: ` (∀ f x. n order deriv 0 f x = f x) ∧
(∀f x n. n order deriv (n+1) f x = n order deriv n (deriv f x) x)
The function n order deriv accepts a positive integer n that represents the
order of the derivative, the function f that represents the function that needs to
be differentiated, and the variable x that is the variable with respect to which we
want to differentiate the function f . It returns the nth -order derivative of f with
respect to x. Now, based on this definition, we can formalize the left-hand-side
(LHS) of Equation (1) in HOL4 as the following definition.
Definition 6: ` ∀ P y x. diff eq lhs P y x =
sum (0,LENGTH P) (λn. (EL n P) x * (n order deriv n y x))
The function diff eq lhs accepts a list P of coefficient functions corresponding
to the pi ’s of Equation (1), the differentiable function y, the order of differentiation n and the differentiation variable x. It utilizes the HOL4 functions
Pn−1 sum
(0,n) f, EL n L and LENGTH L, which correspond to the summation ( i=0 fi ),
the nth element of a list Ln , and the length of a list |L|, respectively. It generates
the LHS of a differential equation of LENGTH(P)th order with coefficient list P . It
is important to note that the order of the differential equation has been inferred
from the number of its coefficients in the above definition.
The linearity property of derivatives play a very important role in our work.
We verified this property for class C n functions, i.e., the functions for which the
first n derivatives exist for all x as the following higher-order-logic theorem:
Theorem 2: ` ∀ f g x a b.
(∀m x. m ≤ n⇒(λx. n order deriv m f x)differentiable x) ∧

(∀m x. m ≤ n⇒(λx. n order deriv m g x)differentiable x) ⇒
(n order deriv n (λx. a * f x + b * g x) x =
a * n order deriv n f x + b * n order deriv n g x)
where variables a and b represent constants with respect to variable x. The formal
reasoning about Theorem 2 involves induction on variable n, which represents
the order of differentiation, and is primarily based on the linearity property of
the first order derivative function [14].

5

Solution of Homogeneous Linear Differential Equations

It is a well-known mathematical fact that if y1 (x), y2 (x), · · · , yn (x) are independent solutions of Equation (1) then their linear combination
Y (x) = c1 y1 (x) + c2 y2 (x) + · · · + cn yn (x)

(2)

also forms a solution of Equation (1), where c1 , c2 , · · · , cn are arbitrary constants
[33]. This result plays a vital role in solving differential equations as it allows us
to find the solution of a differential equation if its n independent solutions are
known. A particular case of interest arises when the coefficients pi ’s of Equation
(1) are constants in terms of the differentiation variable x. In this case, using the
fact that the derivative of the exponential function y = erx (with a constant r) is
a constant multiple of itself dy/dx = rerx , we can obtain the following solution:
Y (x) = c1 er1 x + c2 er2 x + · · · + cn ern x

(3)

where c1 , c2 , · · · , cn are arbitrary constants and r1 , r2 , · · · , rn are the real and
distinct roots of the characteristic equation
pn rn + pn−1 rn−1 + · · · + p0 = 0

(4)

with constant pi ’s [33]. The above mentioned results play a key role in solving
homogeneous linear order differential equations and the main focus of this paper
is the formal verification of these results, which in turn would facilitate formal
reasoning about the correctness of solutions of differential equations in a higherorder-logic theorem prover.
We verified the first property, corresponding to Equation (2), as follows:
Theorem 3: ` ∀ Y C P x.
(n order differentiable fn list Y (LENGTH P)) ∧
(n order diff eq soln list Y P x) ⇒
(diff eq lhs P (λx. linear sol C Y x) x = 0)
where Y represents the list of solutions y1 (x), y2 (x), · · · , yn (x) of the given differential equation, C represents the list of arbitrary constants c1 , c2 , · · · , cn , P represents the list of functions corresponding to the coefficients p1 (x), p2 (x), · · · , pn (x)
of the differential equation and x is the variable of differentiation. The first predicate in the assumptions of Theorem 3, i.e, n order differentiable fn list,

ensures that each element of the list Y is nth -order differentiable, where n ranges
from 0 to LENGTH P. It is defined in HOL4 recursively as follows:
Definition 7: ` (∀ n. n order differentiable fn list [] n = True) ∧
∀ h t n. n order differentiable fn list (h::t) n =
(∀m x. m ≤ n⇒(λx. n order deriv m h x)differentiable x) ∧
n order differentiable fn list t n
where :: represents the list cons operator in HOL4.
The second predicate in the assumptions of Theorem 3, i.e., n order diff eq soln list,
ensures that each element of the list Y is a solution of the given differential equation with coefficients P . This predicate is recursively defined in HOL4 as:
Definition 8: ` (∀ P x. n order diff eq soln list [] P x = True) ∧
∀ h t P x. n order diff eq soln list (h::t) P x =
(diff eq lhs P h x = 0) ∧ n order diff eq soln list t L x
Finally the function linear sol, used in the conclusion of Theorem 3, models the linear solution represented by Equation (2) using the lists of solution
functions Y and arbitrary constants C as follows:
Definition 9: ` (∀ C x. linear sol C [] x = 0) ∧
∀ C h t x. linear sol C (h::t) x =
EL (LENGTH C - LENGTH (h::t)) C * h x + linear sol C t x
The recursive variable of Definition 9 is instantiated with the list Y in Theorem
3 and the expression EL (LENGTH C - LENGTH (h::t)) C picks the corresponding constant from list C for each yi . Thus, using the functions linear sol and
diff eq lhs, we have formally verified the intended property in Theorem 3.
We verified Theorem 3 by performing induction on the the variable Y . The
proof is primarily based on the linearity properties of the nth -order derivative,
(Theorem 2) and the summation function along with arithmetic reasoning.
The second property of interest, described using Equation (3), can be expressed in HOL4 as the following theorem:
Theorem 4: ` ∀ C P R x.(∀n. n < LENGTH R ⇒ EL n R <> r) ∧
(ch eq roots list R (const fn list P) x) ⇒
(diff eq lhs (const fn list P)
(λx. linear sol C (exp list R) x) x = 0)
where C represents the list of arbitrary constants c1 , c2 , · · · , cn , P represents the
list of constants corresponding to the coefficients p1 , p2 , · · · , pn of the differential equation, R represents the list of roots r1 , r2 , · · · , rn of the characteristic
equation, given in Equation (4), and x is the variable of differentiation. The
function const fn list used in the above theorem transforms a constant list to
the corresponding constant function list recursively as follows:

Definition 10: ` (const fn list [] = []) ∧
(∀h t.const fn list (h::t) = (λ(x:real). h)::(const fn list t))
The function diff eq lhs permits coefficients that are functions of the variable
of differentiation but Theorem 4 is valid only for constant coefficients. Thus,
using const fn list we provide the required type for the coefficient list of the
function diff eq lhs while fulfilling the requirement of Theorem 4.
The assumption predicate, i.e, ch eq roots list, recursively ensures that
each element of the list R is a valid root of the characteristic equation, like the
one given in Equation (4), with constant coefficients given by list P :
Definition 11: ` ∀ P r x. ch eq root P r x =
(sum(0,LENGTH P)(λn.((EL n P x)) * (r pow n)) = 0) ∧
(∀ P x. ch eq roots list [] P x = True) ∧
(∀ h t P x. ch eq roots list (h::t) P x =
(ch eq root P h x) ∧ (ch eq roots list t P x))
The first function ch eq root ensures that its argument r is a valid root of
the characteristic equation formed by coefficients given in list P . The function
ch eq roots list recursively calls function ch eq root for each entry of the
looping variable and thus ensures that all the entries of the looping list are valid
roots of the characteristic equation formed by coefficients given in list P .
Finally, the function exp list is used in Theorem 4 to model a list of exponential functions that are used to form the solution of the main differential
equation, like the one given in Equation (3). This function is defined as follows:
Definition 12: ` (exp list [] = []) ∧
(exp list (h::t) = (λx. exp (h * x)) :: (exp list t))
It is important to note that the function linear sol is used to express the
conclusion of Theorem 4 as has been then case for Theorem 3. This way, the
formally verified result of Theorem 3 can be used in formally verifying Theorem 4.
The formal reasoning about Theorem 4 is conducted by performing induction on
variable Y and the reasoning is primarily based on Theorem 4 and the following
lemma that allows us to express the left-hand-side of the step case of Theorem
4 in terms of real summation.
Lemma 1: ` ∀ P h x. (diff eq lhs P (λx. exp (h * x)) x =
(exp (h * x) * (sum (0,LENGTH P) (λn. EL n P x * h pow n))))
Now, If the roots of an characteristic equation are real and repeated then the
solution of Equation (1) can be written as
Y (x) = c1 erx + c2 xerx + · · · + cn xn−1 erx

(5)

where c1 , c2 , · · · , cn are arbitrary constants and r is the real and repeated root
of the characteristic equation given below

pn rn + pn−1 rn−1 + · · · + p0 = 0

(6)

The solution of Equation (1) , described using Equation (5), can be expressed
in HOL4 as the following theorem:
Theorem 5: ` ∀ C R r. (∀n. n < LENGTH R ⇒ EL n R = r) ∧
(∀m. m < LENGTH R ⇒ (diff eq lhs
(const fn list C) (λx. x pow m * exp (r * x)) x =0))
⇒ (diff eq lhs (const fn list C)
(λx. linear sol C (polynomial function R) x) x = 0)
Where C and R are lists of constants and roots, respectively.
The assumptions of Theorem 5 ensure that the roots of the characteristic
equation are the same and equal to r and erx , xerx , x2 erx , · · · , xLEN GT H R −1 erx
are all solutions of the given differential equation. The conclusion of the theorem
specifies that Equation 5 is a solution of the given differential equation using the
functions polynomial function and linear sol. The function linear sol is
given in Definition 9 and the polynomial function is defined as follows:
Definition 13: ` (polynomial function [] = []) ∧
(polynomial function (h::t) =
(λx.(x pow (LENGTH t))*exp(h*x))::(polynomial function t))
The formal reasoning about Theorem 5 is conducted by performing induction on variable R and the reasoning is primarily based on Theorem 3 and the
following lemma that tells us that all derivatives of exponential with multiple of
increasing power of x are differentiable.
Lemma 2: ` ∀ R n h x. (λx. n order deriv n
(λx. x pow LENGTH R * exp(h * x)) x) differentiable x
Besides the above mentioned key results, we also verified the famous quadratic
formula, which plays a vital role in reasoning about the characteristic equations
of second degree and also provides some support for reasoning about characteristic equations of higher order. The quadratic formula is verified as follows:
Theorem 6: ` ∀ a b c x. (a 6= 0) ∧ (4 * a * c < b pow 2) ⇒
ch eq roots list [((-b + sqrt (b pow 2 - 4 * a * c)) /
(2 * a));((-b - sqrt (b pow 2 - 4 * a * c)) / (2 * a))]
(const fn list [a; b; c]) x
where the functions sqrt and pow represent the square-root and square of a real
number, respectively. The theorem essentially says that the roots of the characteristic equation ax2 + bx + c are given by the first list argument of the function
ch eq roots list. The assumption (4 * a * c < b pow 2) guarantees that
the roots are always real.

The main benefit of the formalization presented above is that now building
upon these results the formal verification of solutions of homogeneous linear
differential equations would be done almost automatically as will be illustrated
in the next section. It is worth while to point out that the major effort in our
development was spent in finalizing the formal nomenclature, presented in the
form of definitions in this paper, to represent homogeneous linear differential
equations. The generic nature of these definitions allows us to represent almost all
kinds of homogeneous linear differential equations. The formal verification of the
theorems described in this section required human guidance but the simplifiers
were a great help in this process. Our HOL proof script [28] is composed of over
1200 lines of code and the verification took about 300 man-hours.

6

Biomedical Applications

Biomedical applications are one of the most safety-critical applications of CPS
as their bugs could eventually result in the loss of human lives. Differential equations form the core foundation of modeling almost all biomedical applications
[11]. Due to a lack of formal reasoning support for differential equation solutions,
most of the analysis of CPS used in biomedical applications with continuous components is done using informal analysis techniques so far. Our work tends to fill
this gap and thus facilitates the usage of formal methods in this safety-critical
domain. We present two case studies, i.e., the analysis of a heart pacemaker and
a fluid-filled catheter, to illustrate the usefulness and effectiveness of our work.
6.1

Heart Pacemaker

Electronic heart pacemakers are widely used for supplementing or replacing
heart’s natural pacing mechanism in humans. The pacemaker specification has
been proposed as a pilot project for the Verified Software Initiative [17].
Their main working principle is to store electrical energy in a capacitor and
then discharge this energy in short pulses through the heart to provide it with
the required sudden electrical stimulus. Besides the capacitor, they include a
battery, which provides the energy source, and a switch to govern the charging
and discharging of the capacitor. Figure 1 illustrates the connections between
these main components and their working [11]. The capacitor is charged via the
battery when the switch S is moved to position A, while the capacitor provides
the short and intense pulses to the heart when the switch S is in position B.
Based on Figure 1, the behavior of an electronic heart pacemaker can be
described in terms of the following differential equation [11]:
1
dV
+
V = 0, V (0) = E
(7)
dt
RC
since the current through the capacitor (CdV /dt) equals the current through the
heart (V /R), which behaves as a resistor R, when the switch S is in position B.
Moreover, the capacitor is allowed to charge to its full capacity when the switch is

Fig. 1: Equivalent Circuit of an Electronic Pacemaker

in position A and thus we obtain the initial condition V (0) = E. This simplistic
but realistic mathematical model of a heart pacemaker has been extensively used
in the literature to analyze the underlying properties of interest (See e.g., [31,
11]. In this paper, we utilize our formalization described in the previous two
sections to formally reason about the solution of Equation (7). We proceed by
t
specifying the theorem stating the solution (Ee− RC ) of Equation (7) as follows:
Theorem 7: ` ∀ R C C1 V E t.
(diff eq lhs (const fn list [(1/(R*C)); 1])
(λx.linear sol [C1] (exp list [-(1/(R*C))]) x) t = 0)
The initial condition V (0) = C1 is implicitly contained in the above theorem
as it is satisfied for the case t = 0. Thus, the theorem provides the general
solution of the given differential equation and the value of the constant C for
the particular solution.
Our formalized definitions facilitated the formal specification of the above
theorem and the formally verified Theorem 4 allowed us to verify the above
theorem in a few reasoning steps where we just had to provide the definitions
of the functions used in Theorem 6 and some primitive list theory functions,
like EL and LENGTH, along with invoking an automatic arithmetic simplifier. The
straightforward reasoning process about the correctness of solution of the given
differential equation in the sound environment of HOL4 clearly demonstrates
the effectiveness of our work.
6.2

Fluid-Filled Catheter

As a second case study of our work, consider the dynamic analysis of a fluidfilled catheter, which allows physicians to measure the pressure of the internal
organs and fluids of a human body without inserting a pressure transducer in
the body. The main idea is to insert a long and small-bore fluid-filled tube or
catheter in the body and thus bring the pressure of the pressure measuring site
outside and then use a conventional pressure transducer to measure it. However,
mechanical parameters like the mass of the catheter fluid and the friction of this
fluid with the catheter wall may introduce some discrepancies in the pressure
measurements. Therefore, it is very important to analyze the effects of such

mechanical parameters on the pressure measurements as a wrong reading may
endanger a patient’s life. A number of studies, e.g. [18, 12], have analyzed this
aspect by considering the following second-order linear differential equation:
2ζ dp
1 d2 p
+
+p=0
(8)
2
2
ωn dt
ωn dt
p
where p is the applied pressure, ωn = k/ρLA represents the undamped natural
angular frequency (radians per unit time) in terms of a constantpk, catheter fluid
density ρ, length L and cross-sectional area A, and ζ = c/2 1/ρkLA is the
damping factor with a constant c. Equation (8) allows us to find the pressure in
response to any force function given that the coefficients ωn and ζ are known.
The solution of this equation can be formally verified as the following theorem:
Theorem 8: ` ∀ rho A L k c C1 C2.
(sqrt(4 * rho * L * A * k)<c ∧ 0<rho ∧ 0<L ∧ 0<A ∧ 0<k ⇒
(diff eq lhs (const fn list
[k / (rho * L * A); c / (rho * L * A); 1])
(λx. linear sol [C1; C2]
(exp list [(-(c / (rho * L * A)) +
sqrt ((c / (rho * L * A)) pow 2
- 4 * (k / (rho * L * A)))) / 2;(-(c / (rho * L * A)) sqrt ((c / (rho * L * A)) pow 2 4 * (k / (rho * L * A)))) / 2]) x) x = 0))
The assumptions of the above theorem declare the relationships between the
various parameters that are required for the solution to hold. This is one of
strengths of the proposed theorem proving based verification as all the assumptions have to be explicitly stated besides the theorem for its formal verification.
Thus, there is no chance of missing a critical assumption which often occurs
in paper-and-pencil proof methods where there is no such guarantee that the
mathematician who worked out the proof has written down all the assumptions.
Formal reasoning about Theorem 8 is primarily based on Theorems 4 and 6
along with some arithmetic rewriting, which can be done in an automatic manner using the HOL arithmetic simplifiers. The straightforward proof scripts for
of Theorems 7 and 8 clearly indicate the usefulness of our foundational formalization presented in Sections 4 and 5 of this paper. Just like these case studies
our formalization results can be utilized to formally reason about solution of any
homogeneous linear differential equation and the results would be guaranteed to
be correct due to the inherent soundness of theorem proving.

7

Conclusions

In this paper, we propose to use higher-order-logic theorem proving to analyze
continuous aspects of CPS. Due to the high expressiveness of the underlying
logic, we can formally model the continuous components of CPS while capturing

their true behavior and the soundness of theorem proving guarantees correctness of results. To the best of our knowledge, these features are not shared
by any other existing CPS analysis technique. The main challenge in the proposed approach is the enormous amount of user intervention required due to the
undecidable nature of the logic. We propose to overcome this limitation by formalizing the foundational mathematical theories so that these available results
can be built upon to minimize user interaction. As a first step towards this direction, we presented the formalization of the solutions of any homogeneous linear
differential equation in this paper. Based on this work, we are able to formally
analyze the CPS used in a couple of biomedical systems.
The proposed approach opens the doors to many new directions of research.
We are working on developing reasoning support for non-homogeneous linear
differential equations. Moreover, the calculus theories available in HOL-Light
[15] are based on multivariate real numbers and thus can model complex numbers. Our formalization can be ported in a very straight-forward manner to this
formalization of complex numbers in HOL-Light, which would enable handling
the formal analysis of CPS that can be modeled in the complex plane only.
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